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“! nformation I|Is the oxygen of the modern age
topped by barbed wire, It wafts across t heg
Ronald Reagan

W e live within a very gullible age aggravated by the ability
to turn our personal lives into complete chaos through the
instantaneous dissemination of our very soul. In a matter of
seconds, we can lose our identities, our finances, our education, our
innocence, and our thoughts to eternity. Yet, despite the very real
possibility that we may not ever fully recover from these
transgressions, we still embark upon them with spirit instead of
suspicion. _

The culpritof thiscr i si s is societybs fascination wj
technology. The Frankenstein monster of digital electronics has pervaded our every
waking moment and silenced our well-intended dreams. It is far more dangerous than
an opposing military force i at once being both as disruptive as a nuclear attack and as
precise as a trained sniper.

Through the advent of Facebook®, YouTube®, MySpace®, Twitter® and countless
other online social networking operations, the privacy of the individual is threatened
with extinction and yet we allow ourselves to be duped into believing that these modern
luxuries are actually conveniences destined to improve humanity. Nothing could be
further from the truth.

Unfortunately, I am not in a position to tell you how many of the new
technological marvels that you use on a daily basis are owned and managed by the
United States Government. What I can tell you, however, is that the U.S. Central
Intelligence Agency (CIA) has an active venture capital arm financing the development
of many of t he s ¥isitfihe m+Qvlel Website thtps: o/ www.igt.org) and
judge for yourself. Does the government retain active interest in the operation of these
technologies? Or is it simply spawning economic development and innovation under the
guise of advancing intelligence? The answer depends much upon how you yourself trust
the federal government. As for me, I do not trust anything I do not have absolute control
over and this is why I created the Independent Counterterrorist training program in the
first place.

I want you i John and Jane Q. Public i to decide things for yourself. I want you
to become an informed, trained, and learned member of society so that you can defend
our nation against the same manner of intrusions that launched our nation to begin
with. Whether it is a public opinion company, an aggressive telemarketer, your favorite
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bill collector, or even the federal government, you are under surveillance for a host of
reasons. Y e s , Virginia, al | the fAmajor intel
foreign opso0 e vietseparafion betweenm doméstctingesnal seturity and
foreign espionage.!

If we accept that others are spying upon us, then we have to conclude that they
represent ill intent (whoever taps your phone lines to safeguard you against the high
cost of telephony?). After all, we are not simply talking about
whether the Patriot Act permits the government to listen in on
our conversations with Muhammad ibn Hitler from overseas.
What we are discussing here are companies inquiring of our
buying habits, politicians deciding how we intend to vote, and
Swedish teenagers trying to coax us out of our bank account
information.

Most of us, I hope, are smart enough to challenge the
fiwife0 of a Nigerian customs official when she asks us for our
credit card information to aid in the disbursement of $200
Million. We simply find such requests ludricrous, yet we
continue to act in ways that are no less damaging. For example,
many of us use email as if it were an anonymous postal service.
It is most emphatically not. As we shall see within this document, your email delivery
systemisakin to the worldbds greatest gossi
counterintelligence is about keeping your information private and others at bay.

Of course, telling you how to disappear into the fabric of totality is beyond the
limits of this module. What I intend for you to learn is how to gauge your life as if the
entire planet were gunning for your secrets. They are. To defeat them requires little
more than common sense and due diligence. Are you prepared?

R.J. Godlewski
August 21, 2009
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“Politicsis t he womb I n which war devel ops.
Karl Von Clausewitz

1. Defining Privacy.

The greatest myth in the United States today is that privacy is a Constitutional
guarantee. Even a detailed examination of the U.S. Constitution, however, fails to
produce the word. Privacy is thus not a guaranteed right, but a personal responsibility.
If you proudly display your social security number, for instance, for the entire world to
see then you must accept the consequences of your actions. You cannot expect others to
come to your rescue unfurling the Constitution as if a flag and demanding that any
criminals cease and desist their actions against your identity and finances. Of course, we
have grown accustomed to the assumed presence of privacy within our nation and
therefore embark upon actions that would turn our stomachs had we not allowed
ourselves to become so blind as to the alternative of this reality.

Consider the concept of email, that most used of all electronic conveniences that
has singlehandedly pushed the U.S. Post Office onto the brink of oblivion. Few realize
justhow open and fAavail ahbhowlitscyndeai(Bee Higars 1). Thisasr s o n a |
because we simply equate email with snail mail, albeit delivered at a much faster rate.
For example, a New Yorker who sends a letter to an acquaintance in Los Angeles via the
U.S. Postal Service can expect the letter to arrive unread even though it has obviously
passed through several local offices during transit. Its content remains protected from
prying eyes by the envelope.

Now let us assume that the postal service operates along a similar format as does
electronic delivery (and ignoring aircraft for effect). The same person living in New York
sends, say, a love letter to a friend in California. However, for matters of security and
authenticity, each office that the letter works its way through opens the envelope,
retrieves the letter, and makes a copy of said letter for safekeeping before resealing it
and sending it back on its merry way. Fearing that it might somehow lose the copy, each
post office then sends a duplicate of their copy onto another office that follows suit. The
contents of the letter are now stored within dozens of post offices throughout the
country and, eventually, neighboring nations as well and are accessible to anyone who
knows where to look for them.

Unfortunately, this overabundance of electronic copies is not restricted just to
letters. Anything posted on the Internet is similarly cached and recorded for posterity.
Back during 1994, I believe, I was supposed to offer a presentation board on the virtues
of Neon-Oxygen (NEOX) diving for attendees of the Archaeological Institute of
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Americabds annual meeti ng but Mwudiséussion therefore e | y
never really made it even past
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Figure 1. Comparison of postal versus electronic delivery of letter.

the synopsis stage. Nevertheless, about a year or two ago I saw my name referenced on
the Internet in connection with this very presentation. It was almost fifteen years after
the fact and yet, my thoughts and ideas still appeared on the Web (which had not even
been in existence at that time). Now just imagine what you post upon the Internet.
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As nothing is sacred once it is unleashed upon the Web, you cannot assume that
those college prank photographs of you wearing the toilet seat like a royal crown will
remain between you and your fAtrustedo comr ade
care or an intruder without morals to disseminate those embarrassing images
throughout the planet. It gets even worse. Every time that you forward or receive a
forwarded email, you unwittingly send along data included within your friend&
messages that can be used to infiltrate their privacy. If you select the option on your
email service to reveal complete header information (See Figure 2), you can understand
the volume of information received from the Internet Provider. Now, imagine from my
brief sampling if my message had come forwarded through a dozen or so associates.
Each one of them could have had their email address and router information displayed.

REeturn-Path: <rjl@rjgodlewski.com>
Received: from imp05 ([10.20.200.5]) by
(InterMail +vM.7.09.01.00 201-22159-108-2
id «20090822215555 . NZDE23859 . mtall.
Received: from web&60l.biz.mail.mud.yahoo.com ([
by impos wich [ R
id Xiwvlcl244dUnux04Zvved; S5at, 22 Lug 20
X-Chzlrs: 0O
¥-huthority-Analysis: v=1.0 c=1 a=PbVI1zVOXtWQA:10
a=L5zIghsTLHNge0WMvIUyYGZX1LoQh:4 a=51CFQ4Rhc=z9idh
Received: (gmail 78023 invoked by uid &0001);
Message-ID: <«
X-¥Mail-C5G: BXpowlYWM1kiPxSNhMRYdX] .vhOUdFiEg
Received: from
X-Mailer:
Date: Sat,
From: rjléErjgodlewski.com
Reply-To: rjf@rjgodlewski.com

Subject: TEST
MIME-Version: 1.0

e
s

Figure 2. Sampling of Email Header Data.

This problem is compounded by such asinine
attempt to get you to spy upon your fellow citizens by reporting legitimate critiques of
the Presidentds efforts to inst alNotonlydidtheal i zed
informers send along incriminating data on themselves to the White House, by law that
information became a matter of public record and could not ever be destroyed. The first
rule of counterintelligence would have been to let the White House 6 s r equest go
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ear and out the other. Instead, hundreds of thousands of people, desiring to do their
government a service, inadvertently allowed themselves to be duped into becoming
officially registered activists. Now everyone can tattle on those who squealed on their
neighbors. That is, those who sent information to the White House incurred the greatest
harm i not those they squealed upon in the first place.

2. Living privately  with the aid of your private Counterintelligence plan.

If privacy is not a guaranteed right and must be considered a prepared
responsibility, then your life must adapt to your expectations of confidentiality. By this,
I mean, you must become proactive in your desire to shield yourself from prying eyes. In
military parlance, this means involving yourself within the fine art of
Counterintelligence (CI). First, however, let us roughly define the concept:

Counterintelligence refers to:

Al nformati on gat hered and activitie
espionage, other intelligence activities, sabotage, or assassinations
conducted for or on behalf of foreign powers, organizations or persons or
international terrorist activities, but not including personnel, physical,
document or communi cat i o fiExecutive Onderi t vy

12333, 1981, p. 1)

What this means for you is everything that you need to do to keep others from gaining
knowledge on you, your activities, and your lifestyle. You probably would not need to
invest within an Analyst Notebook® software program to categorize your threats, but
you do need to begin visualizingyour!| i f e from an adversaryb®b

For starters, it might behoove you to consider how the U.S. Army sees the
profession and what it seeks in its CI agents:2

Personal interests:

1 Do you like to write? We don't even start an investigation or openaitbout
a written plan. And then, everything we do requires a report. Some of those
are informal, internal reports, while others become exhibits in a court, and
there are all manners of-bretween reports. That means attention to good
writing standards é@member grammar classes?) and answering who, what,
when, where, why, and how every time, Your job isn't done until you've
completed the paperwork properly.

8

prog

per

|



http://www.i2.co.uk/resources/brochures/i2-CT-Solutions-Datasheet.pdf

R. J. Go dThelndspkndentsCounterterrorist: Counterintelligence © August 2009

1 Do you like to read”l agentsmust keep up on worldwide political and
military situations, legiskae developments, changing policy and doctrine,
technological innovations, arms limitation talks, threat assessitbatdist
goes on and on. A goodgentis tuned into everything around him, and
reading voraciously is one of the most effective waysadhis. Agentsalso
review records of all kinds: Personnel, financial, police, other investigations.
Since this is a vital part of the job, | recommend a sjppeading course.

1 Do you like dealing with people? If you are basically a hermit, you will be of
no use to us. We need introverts and extroverts, but both have to be
comfortable dealing with peoplets of people, every day. You have to be
able to suspend your own beliefs and prejudices and deal with each person
objectively, and that's not easy to déost importantly, you must be a good
listener and observer. What someone says is not always as important as how
he says it and what his body language is saying.

1 Do you want to work "regular" hours? If you do, don't apply. The James Hall
espionage invegation ruined Christmas for a lot afjents The job begins
when it begins, and it ends only when the last report is filed. Military and
civiian CI agentsroutinely work long hours, weekends, and holidays.
Training, maintenance, field duty, and duty aéficequirements compete for
your time, but you still have to get yoagentwork done.

1 Do you want high visibility? If you just can't give up "I was there"
embroidered jackets and bragging rights, we don't want you. Gbadents
try very hard to blendni wherever they are. That means studying the local
language and culture (yep, some of us are linguists), and wearing clothes
appropriate to the region both overseas and in the U.S. It requires that you
absolutely never advertis€l is low visibility. We want to go in quietly, get
the job done, and get out quietly without interrupting the routine of the
supported uniind we don't talk about it.

Major areas of study:

1 Interview and investigative techniques. Here's where you'll pick up confidence
in askirg questions, observing, and analyzing what you gather. You'll also
learn how to listera technique that's harder to use than you think.

1 Report writing. There are lots of reports. You'll come to love your typewriter
or computer keyboard. Can't type? Learn.

1 Legal principles. You'll learn to eat, sleep, and breathe these. Not only must it
be operationally smart, it's gotta be legal.

1 Surveillance and interrogation techniques. More on observation (without
being observed), how to "read" people, and how tegeieone to tell you
what you want to know.

1 Foreign intelligence and security services. If you don't know who you're up
against, you won't be much good at countering them.
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1 OffensiveCl operations. We don't just sit and wait for a report that there's a
spyout there. We try to close the barn door before the horse gets out.

1 Cl support to force protection. A catelfi phrase folCl support to a lot of
different programs, from combating terrorism to operations security to
research and development.

1 Information systems security. Now we're getting technical. You computer
wizards would love it. Computer espionage may be the wave of the future.

T Low intensity conflict.Cl and human intelligence are the biggies in
intelligence support here: Lotech, footsloggingpeople work, instead of
megabuck, geewhiz systems.

Unless you are completely new to the concept of the Independent
Counterterrorist program, you should be able to see how the above fits into what you
have already learned. That Counterintelligence is a primary tool in the battle against
terrorists for it serves the dual purpose of shielding your information from others and
understanding what they may be seeking about you.

Because this is such a significant tool, we have only briefly touched upon its
implications and merits. This entire document is but a synopsis of the field, a portrayal
of what is yet to come throughout your progress in training. Subsequent modules will
not specifically announce the involvement of counterintelligence, but you should be able
to let yourself play the Devil® advocate on each matter discussed. For instance:

1 When the President of the United States say that Organization A is strongly in
support of his healthcare plan, are you able to quickly determine whether
Organization A was a biased supporter of his political career (This falls under the
CI concept of Counter-deception, which is a subject for a future module on
Psychological Operations).

1 When you post information on the Internet, can it lead to others knowing
information about you that, say, in five or ten years you would not wish them to
know? Conversely, have you protected yourself by disguising these photographs
and information (i.e. Deception) to afford yourself some confidentiality?

1 When you act upon information discovered on the Internet (your savings
balance, your candidate® position, your baseball team& score, your local weather,
etc.), have you verified this data through alternative means rather than blindly
follow its suggestions?

If intelligence is to be considered the collection and analysis of information
designed to provide you with advantage (whether battling terrorists or other
jobseekers), then counterintelligence is the discipline that safeguards your knowledge
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base while convincing others to accept your opinion and thoughts as valid. The trick is to
maintain facts within your knowledge base while providing others with a mix of truth
and deception based upon your particular needs.

3. Begin with the basics

As always, I have directed you into the correct direction but it is up to you to
learn about that which I have suggested. Your homework for this module is equally
simple and straightforward:

1. Analyze how fixated your life has become upon technology (cell phones,
Blackberries®, lap tops, etc.) and determine the consequences of what would
happen if the information that you provide through this technology were to fall
into the hands of the most evil S.0.B. on the planet.

2. Read the attached literature.

3. Locate and read two further articles on any subject for which you do not quite
understand.

4. Remember i always remember i that you are not guaranteed privacy; there will
always be someone actively seeking your most precious information to harm you
either for profit or for pleasure. Do everything to safeguard your life!
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