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Author’s Notes

This is a book about creating a civilian counterterrorism group for
your business or community; it is not a text on commando raids,
guerrilla operations, or weapons handling. You will not learn how to
shoot submachine guns, plant explosives, or perform HALO jumps out
of speeding C-130 aircraft. What you will learn, however, may be far
more important than all of these.

Our world is changing. Our future is in the hands of those who
wish to see us dead for no other reason than we are who we are. They
wish to deny us our basic human rights, restrict our freedom to choose
religions and political leaders, and destroy our economic security. As
they are bound by no law other than their own twisted religious ideals,
they are free to target and kill those whom they deem necessary. There
exist no innocents in this war, for we have been thrust upon the
frontlines of battle on September 11%, 2001 and each of us must accept
our new role as informed citizens if we are to have any chance of
survival. To defer to federal authorities, to relinquish our safety to our
fine military men and women will only hide the inevitable.

Our resources are stretched, our forces distant, and our neighbors
are interminably apathetic. We are therefore forced to accept one of two
options: we can take our chances and hope for the best, or we can
educate ourselves and take charge of our lives and the safety of those
closest to us. Either option does not diminish the threat against us, the
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later merely enables us some level of control and security regarding the
level of the threats imposed upon our lives.

It should be noted, that whenever I use the terms terrorist or
terrorism, I am primarily referring to its latest manifestation in the guise
of radical Islamic fundamentalism. However, because there is some
value to the old axiom that “the enemy of my enemy is my friend”, I am
forced to concede that our enemies may be someone quite different than
the expected al-Qaeda or Hezbollah. Similarly, states that support
terrorism may include more than the rogue clan of Iran, North Korea,
Syria or even opportunistic China for that matter.

This constantly evolving menace of terrorism is also evident in this
very book; Integrated Technical Warfare began life many years ago as
Integrated Tactical Warfare, an infusion of counter-guerrilla and
counter-insurgency techniques largely of my own design. However, as
the terrorists moved into 21%t century tactics — largely through the
application of the Internet and other high-speed data communication
technologies — I realized that my approach was too paramilitary and not
enough reality.

Herein you have the outcome of that transformation, though I am
certain there will be other versions in the future tailored to specific
target audiences. Counterterrorism is the chore of us all, whether we are
a corporate executive, banker, school teacher, or truck driver. Our elite
military commandos and federal agents have their hands full; it is up to
us to give them a hand.

R.]. Godlewski
Houghton Lake, MI
July, 2006
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Preface

Terrorism: Any time, Any place, Anyone.

When I incorporated the Civilian Counter-Terrorism Institute
(“CCTT” — pronounced Seas Tee) in Oklahoma during March of 1995
most of my friends and fellow residents questioned my sanity under the
premise that such activities “Don’t happen in Oklahoma” though I
could’ve made my point that one of the state’s own professors had
discussed this possibility back to at least 1982.1

In reality, there were two distinct reasons that I chose to organize
CCTIL. First, there were the gas attacks launched against the Tokyo
subway system by Aum Shinriko during the same month. The second
reason was that CCTI formed a natural extension of my previous
organization, the Civilian Anti-Terrorism Auxiliary (“CATA”) that had
been incorporated in my native Michigan in July of the previous year.

None of this made any difference of course and most people
questioned my enthusiasm for the subject during the first three weeks
until the Murrah Federal Building in Oklahoma City went up in smoke,
changing the local’s incredulity into downright suspicion — “How did
you know that such things could happen in Oklahoma?”

Such public apathy for events until they become front page news
is characteristic of the United States and, to varying degrees, the rest of
the world. As I write the words to this preface, the entire country is
transfixed by the disappearance of an eighteen-year-old student in
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Aruba and while I fear the worst, this unfortunate occurrence should’ve
never happened.

During 1992, I had the distinct pleasure — or disenchantment, to be
more honest — of accompanying several students from a major
university on a trip to Manaus in the heart of the Brazilian Amazon
jungle. Aside from myself and the instructor, there was only one other
male, a student of eighteen. The other seven or so members of our group
were women ranging in age from eighteen to forty-something.

One of these students, aged eighteen, was already plastered by the
time we left our stopover in Miami, taking decided advantage of
Florida’s reduced drinking age. Another, slightly older, was buying
drinks for strangers during our first night at the Brazilian hotel. Such
activities seem to be consistent with those surrounding the
disappearance of the girl in Aruba, and present a dangerous
preoccupation of American students during tours to foreign lands —
engaging in carefree partying for the sake of exotic adventure.

Later, during the summer of 1992, I planned a similar, albeit
independent of any institution, trip to Africa which had been cancelled
due to security concerns involving Rwanda and Burundi. This action
resulted in questionable legal actions taken against me from one of the
students who alleged ‘emotional distress” due to telling relatives and
other students that they were going to Africa and didn’t, loss of
potential college credit, etc., never minding that the bounty for
Americans in the region at the time was approaching $1000 per body.

Had either of the above situations taken place a decade later, 1
doubt very much if the students would’ve been as naive as they were
then. All of this, of course, illustrates certain gullibility within the
general public. Sadly, even after September 11th, 2001, we are slowly
drifting back to our introverted view of reality.



INTEGRATED TECHNICAL WARFARE 15

Terrorists understand this; time is on their side. They have the
luxury of picking and choosing their targets, their schedules, and their
methods. They can sit and wait, adjust their resources, and coordinate
with varying organizations to suit their needs. They hold the upper
hand in nearly every area and thus can influence history at will. In
comparison, if we were to pick the time and place for our own security
countermeasures, we would be doomed as a species. Fortune does,
indeed, favor the prepared.

‘Civilian’ Counterterrorism

When 1 first began to develop this book, I had fully intended to
discuss the corporate or institutional implications of terrorism only.
However, I now believe that this work may benefit everyone, irrespective
of whether they are chief executive of a major international accounting
firm or a housewife undertaking a long deserved vacation.

Terrorists have targeted the United States simply because we are
Americans. Therefore, we have been forced into war for who we are and
must conclude that we are all combatants within this new war. This
does not mean that we must conclude that every U.S. citizen is a warrior
engaged in the battle merely that we are all participants that must be
involved within the battle process.

Inasmuch as we cannot entrust our neighborhood safety solely to
adequate police response, we cannot accept similar complacency with
our national security. Our military and intelligence services are the best
in the world, but they still require our involvement, our support, and
our due diligence.

Civilian counterterrorism does not define our non-military
governmental functions; it represents the input of an entire society, all
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serving to thwart actions against it and its citizens. It is an empowering
terminology that represents a concerted effort to defeat the terrorists by
denying them the resources and recruits necessary to wage their deadly
game.

Most importantly, the concept of civilian counterterrorism sheds
the notion of societal ineptitude, and forces the average person to accept
some level of responsibility for their personal safety, and the safety of
their family, friends, and co-workers.

The Totality of Modern Warfare

When airliners started slamming into buildings on September
11th, 2001 the world was rudely awakened to the fact that there are
people amongst us who held no reservations as to what they were
willing to do to carry out their sinister ambitions. Past horrific incidents
such as the Japanese sneak attack on Pearl Harbor were still attacks
against military targets during a period of highly anticipated conflict.

September 11, 2001 initiated uncivilized warfare — war waged
solely against civilization irrespective of any nation’s military forces.
Unlike the era of the 1970’s when hijackings and hostage takings
sometimes led to civilian casualties, the attacks against the World Trade
Center (and to a lesser extent, the Pentagon) were meant to inflict severe
casualties upon civilian personnel and deal an even greater blow against
our economic base.

As we are now all walking targets we must not only become
security conscious from a defensive point of view, but we must engage
in certain offensive operations if we stand any chance of defeating our
enemies. To protect our lives is one thing; to take actions against others
is wholly beyond our Western style of thinking. Tough.
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Whether we have accepted it or not; whether we can understand it
or not, war is now upon us and unlike the fixed, attrition-style wars of
the past, this conflict could take several decades to conclude. Again, we
must not only develop a strong defensive posture, we must initialize an
equally strong offensive mentality. This means that we can say goodbye
to our age-old habit of deferring to our tax-supported federal agencies.

Reflections Upon Our Archaic Past

For hundreds, if not thousands, of years, wars had been waged
with a significant amount of posturing on both sides — the natural
inclination of all species to flare up and enlarge themselves in front of
their adversaries.? This technique is widely evident in the extravagant
uniforms of the Napoleonic-era, the hair-raising screams of the
Confederate ‘rebel yell’, and within the almost mythical shrill of Scottish
bagpipes.’

Today, however, our enemies are more likely than not to target us
clandestinely without any such posturing or forewarning. In fact, with
the application of modern technology, it may be decidedly difficult to
produce a satisfactory profile of any terrorist.*

In this environment, a business must be particularly adept at both
protecting their assets and screening out threats. The first being
somewhat straightforward, the second requiring a great deal of
imagination and analysis. This reality exists because of the common
sense dictum that once a threat is known, it is relatively easy to
determine an appropriate defense plan.

When waging war — as well as the obvious defensive posture
against it — one must utilize the ageless axiom of defeating your enemy
with wisdom inasmuch as strength.> This is most important in today’s
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technological era where destruction can come either in the form of nano
or nuclear technology.

With the advent of the Internet and high-speed wireless
communications  technology, the threats against businesses,
governments, and ultimately consumers, are growing at a significant
rate. Equally disturbing, is the availability of civilian technology, such as
rocket propulsion, that is nearly indistinguishable from military
hardware.®

This combination of computing technology and industrial
alterability will ultimately lead to severe consequences for Western
civilization. To deny the existence of individuals who are, at this very
moment, seeking weapons and techniques of such incredible destructive
power as to place the entire planet at risk, is akin to the Chamberlain-era
of appeasing Hitler.

Will it take the deaths of another six million innocent human
beings before we break our bonds with isolationism and embark on a
full-scale counteroffensive? Are we equally willing to remain idle,
trusting our protection to overworked and under-resourced intelligence
and military forces?

If we answer yes to either or both of the foregoing, then we do not
deserve the benefits of remaining within this great nation of ours.
Freedom, liberty, and economic success require, as does the Heaven that
we all strive for, an incalculable price to be paid. If this is too much for
you to stomach, then please place down this book and pass it on to
someone who might make more practical use of it.
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Section One:
Developing a Counterterrorist Mentality

For most people, those who partake within counterterrorist
activities are individuals employed by elite military forces or, at a
minimum, serve within the mystical halls of a federal intelligence
institution. It is exceedingly difficult for a schoolteacher, bank teller or
truck driver to believe that they have any role within the field, yet each
represents the frontline in the new war on terror.

Whether children, financial transactions, or hazardous materials
are present, you can rest assured that some terrorist somewhere has
considered the location for a possible strike. Given this reality, school
premises, customer accounts, and tractor-trailer security require
prudent care and attention, something that may have escaped the daily
routine of those charged with their supervision.

Each of these examples illustrates a similar level of responsibility
with the consequences equally divided among human, monetary, and
ecological disasters. Yet, under normal thought processes, an average
person may arrange the priority descending from children to finances to
trucks, not fully comprehending the immense potential inherent within
each scenario.

To counteract this apathy, one must develop a wholly new way of
thinking about their environment and their transition through it. They
must literally shock themselves free of the laziness and indifference
inherent in most “civilized” minds.” Only when we are conditioned to
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accept that danger can and will arrive from unexpected sources can we
begin to imagine effective defenses against these threats.

Sadly, most people are far from being in such condition, either
mentally or physically and while commando-like brawn is not an
absolute necessity, the mental agility of a seasoned tactician is. Each
person must develop a three hundred and sixty degree sphere of
awareness around them, instinctively knowing the intimate details of
their surroundings.

This is extremely difficult for the average person to comprehend.
When you walk down the hallway at work, do you know how many fire
sprinklers are above you? When you leave your place of business, do
you know how many steps you have to descend, and which ones are
cracked? When you shop at the local mall, do you know the eye color of
the fifteen shoppers nearest to you?

You might think that such knowledge is impossible to remember
or holds no value to your immediate survival, but it does. Permit me to
address the situation in a different way. About ten years ago, my late
wife Sara and I had the distinct pleasure of being at the divisional
headquarters of an international transportation company whose slogan
boasted of their being the ‘Best” in the business.

As we were there visiting and towards the end of the day at that,
there wasn't much else for us to do other than examine our
surroundings. When the company’s employees left for the day, we
witnessed no less than five fender benders in the parking lot — a true
testament to the company’s ability to brag about being the best in the
business!

The above observation led me to wonder how good a
transportation company could be if their employees couldn’t make it out
of the parking lot without trying to kill each other in the process. The
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moral of the story, of course, is had the employees exercised the same
level of quality purported to exist within the company during their shift,
none of the accidents should’ve taken place.

We humans are a fickle bunch. We generally do well at whatever
we’re doing at the time, but often segregate our tasks. We earn straight
A’s within a classroom setting, but cannot apply our knowledge to real
world situations. We can remember the statistics of our favorite athlete
but cannot remember to use our turn signals on the freeway. We can
take care of our bodies and our minds, but not our neighborhoods and
communities.

To fully develop a counterterrorist mentality, one must fully
evolve as a human being, and this means not segregating our
environmental awareness. “So be perfect, just as your heavenly Father is
perfect.” (Matthew 5:48) Good advice from the Man Himself.

Conditioning our reflexes to achieve total awareness is not an easy
task and requires constant vigilance. Relax, if you hadn’t already
considered this, you wouldn’t be reading this book. Even trained
soldiers have a built-in reluctance towards developing an aggressive
posture.® Regardless of a natural inhibition towards violent activity,
however, nearly anyone can condition themselves for the fight to
survive.?

The first obstacle, by far, is to destroy our tendency to remain
sportive and fair in everything that we do. We want — nay, need — to play
by rules; we cry foul if things do not work out to our advantage. This,
my friends, is why we tend to lose.

By predisposing ourselves to operating under fixed guidelines we
lay our lives at the mercy of those who do not. This world of subtle
shades of gray lures us away from the distinctive black and white issues
that represent reality. Our minds seem to feel comfortable with
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vagueness and cloudiness. We want to find ways to conform to expected
behavior; a route that will still allow us to be us while belonging
eternally to them.

Even when we lose, we try to find a way of sharing the win. We
never allow ourselves to say “We got our ass beat.” Instead, we always
seem to find a way of saying “The other guy was better, or stronger than
we were. They deserved to win.” thus lowering our expectations while
still raising our valor.

Most importantly, we never, ever identify our adversaries as ‘the
enemy’, though as in military action, our primary objective must be the
defeat of this enemy.l® We must get away from continually
congratulating the other guy and set our sights upon defeating them
whether we are stalking terrorists or applying for a job.

We need to develop something of an ego if we are going to survive
in this world, people, and it must factor into our daily lives. I propose
the 90/10 rule: Ninety percent of all individuals that we encounter have
no direct impact whatsoever upon our daily lives; therefore we must
remain highly suspicious of the ten percent that actually do.

All of this brings us to the primary reason why terrorists have
struck against us and why they continue to try to hit us — they just
simply do not fear us.

Terrorizing the Terrorists

The most criminal, underhanded, and subversive thing that
anyone on our side can do is indiscriminately portray our cause as
wrong, our methods as evil, and our forces as felonious, and anyone
doing so should be punished in the most effective way possible.
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I have made the above statement to hammer home a point that
seems lost among many of our politicians and media organizations, and
that is that we’re dealing with a war against terrorism and not against a
sovereign nation trying to promote a particular national agenda.

The treaties under the Geneva Convention, for one, will not and
cannot apply under the present situation. Nor should we allow
ourselves to be constrained by the modernistic interpretation of
Christianity to the exclusion of defending innocent human lives.

The war against terrorism must be fought with conscience, and
this means implementing total shock warfare.!! When carrying the battle
to terrorists — and notice that I stated to terrorists as opposed to allowing
them to continually target us — we must be relentless, long-term, and
decisive.

Our commitment to battle must be ingrained into our national
psyche, foremost among our institutional policies, and the beneficiary of
all available resources. The one thing that our terrorist enemy fears is
our very way of life and we must defend this way of life without
hesitance.

I submit a painful lesson from the Korean War — we cannot engage
in a ‘police action’; we must engage in determined military conquest
relating to what General Tecumseh Sherman referred to when he so
eloquently stated that “War is hell.”

Once we have decided that terrorists themselves should be
targeted — and this should be a foregone conclusion — we need to
unleash every weapon within our arsenal. We must ensure that, to a man
(and woman), every terrorist knows that there’s a price on their head
and we will not cease until they're either in prison or the morgue.
Nothing else will suffice.



24 R. J. GODLEWSKI/INERT

By keeping unrelenting pressure upon our enemies, we can thwart
their planning, disrupt their operations, and hinder their recruitment.
Most importantly, however, we can deny them access to our shores,
broadening our security hemisphere, and increasing our response time
window for future incidents.

Fortunately, we have many weapons within our arsenal for
waging total warfare.!? Not least among these is modern technology,
particularly that involving information technology, which permits all
citizens and businesses to engage in both defensive and offensive
operations against terrorists.

To conclude that people in general, and business in particular,
have no role in counterterrorism operations is a dangerous fallacy. Even
under the best of conditions, the resources devoted to these efforts will
always be less than desirable, therefore each one of us must be a
participant much in the same manner that neighborhood watch
programs contribute towards the reduction of crime within our
communities.

Accepting this as our goal, we can conclude that the ultimate
objective is both our safety and security and the elimination of terrorist
threats in the future. If a terrorist believes that any one of us may
respond with a quick, and offensive (or defensive) strike against them,
then they may be more inclined to seek out other opportunities.
Multiple this involvement across the board, and sooner or later these
opportunities will dry up, rendering the terrorist threat unproductive.

Terrorists and their supporters will only attack if they can
generate a significant amount of fear upon the uninitiated. If we can
bring a majority of the general public to the counterterrorism table, then
the terrorists have lost a huge battle for the public will finally
understand that the greatest threat from terrorism is fear itself.
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Reduce this fear and deny the enemy freedom of movement and
planning, and the war against terror is nearly won. The first thing that
we must consider is that the terrorist’s primary objective is
indiscriminate murder.®> Once we’ve determined the randomness of
such events, we can shore up our confidence that we, on an individual
basis, are probably going to survive much in the same manner as we
shrug off aviation disasters just before we board any aircraft.

The elimination of this fear thus serves two purposes: it allows our
mind to concentrate on defeating instead of being defeated, and it
eliminates the psychological advantage traditionally afforded to
terrorists. Accomplishing both, we can place our enemies squarely on
the defensive and ensure our safety for decades to come.

Evaluating the Mind of Terrorists

Aside from the plurality of political-cultural excuses for the
existence of both historical and modern terrorists, I concur with the
belief of their primal mixture of self-hatred and hatred for their fellow
man.!* Therefore, it serves no purpose to formulate endless theories as to
their motives.!

Time and effort spent trying to understand the thought processes
of terrorists can become something of a burden, detouring valuable
assets and resources from activities more conducive to hunting and
eliminating them. By this, I mean that we should not waste precious
time trying to justify events from the mindset of a terrorist, rather we
should, for the sake of brevity, conclude that modern terrorists are hell-
bent on our destruction as evidenced by the hordes of suicide bombers
prevalent within the Middle East.
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Once we commit ourselves to this notion of a ruthless killing
machine, we can extrapolate their methods as being nearly boundless —
what other type of individual could envision the use of passenger
aircraft as flying bombs? Given this, we merely have to condition
ourselves to the point where the visualization of mass murder becomes
secondary.

This, unfortunately, is not an easy thing to do, particularly within
our culture of social welfare. However, it is of paramount importance,
for wars are rarely fought within the context of what the opposing side
defines as sane.!® To conclude that we are defensible simply because we
have thought of everything with regards to security is a silly notion that
would undoubtedly lead to disaster on the home front. Can you say
Maginot Line?

Any organization, be it commercial, residential, military, or
governmental in function must therefore institute a group or division
whose sole function would be to conjure up novel ways of creating
absolute mayhem. Some may balk at this suggestion, but will the next
attack come from crashing airliners or something more benign as
pathogenic molds distributed upon the pages of books? We simply do
not know. Devastation could be brought upon us by something as
sinister and illegal as anthrax, or as readily available as bulk fertilizer.”

This highlights the old adage that the best defense is a strong
offense, except that by ‘attacking’” our own assets, we can best learn how
to properly defend them. As September 11th has proven, our enemies
are patient and will sit on the sidelines until just the right moment
appears to strike. We cannot afford such luxuries and must be prepared
to strike at them as soon as an opportunity arises.

Compounding our problem is that modern terrorists need not be
stereotypical radical Islamists sporting AK-47’s; a more fashionable
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‘nocturnal’ terrorist may be sharing your office cubicle at this very
moment.!® What all terrorists share, however, is a decided hatred of our
way of life, our legal freedoms, our economic opportunities, and our
tolerance towards diverse cultures. In short, they hate America for being
America.

Not only do they hate our freedoms and individuality, they also
hate our inherent respect for sacred institutions — a rather hypocritical
characteristic of many terrorist organizations. Most terrorists, however,
subscribe to anarchic beliefs and all but the largest and best financed
rarely show much of an internal organizational structure, permitting
their entire leadership to be flushed out with a little detective work."

I believe that terrorists can be grouped into one of three classes:

1. Leaders: These are the prime movers, the ones who create the
systems and organizations. They set the military and political
agendas, arrange financing, and provide a more public image of
the overall operation;

2. Managers: These are the workhorses of any terrorist organization.
They are the ones who coordinate the transfer of money, arms,
personnel, data, and other resources needed by the organization as
a whole. They also provide training and recruitment services on
behalf of the leader(s);

3. Mules: These are your notorious troublemakers, the ones who
carry out the suicide bombings, beheadings, and other heinous
activities ordered by the leaders and managers. They may be
veterans seeking elevation into the ranks of the managers or raw
recruits blindly doing what they’re told.
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Figure 1. Terrorist Organization Chart
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Section Two
Enter the Corporate Counterterrorist

Now that we’ve had a very brief and preliminary glimpse into the
terrorist world, we will continue with the more in-depth discussion of
how business can incorporate innovative counterterrorism functions
into their overall structure. From the broader perspective, private
security operations have been around nearly as long as private business
itself.?0

This book, however, is not meant to be a simple repetition of
security services, modern gadgetry, and stoking your fears. Many
people are making a fortune within this world that have no basis doing
50.2! You realize that you need a cohesive counterterrorism strategy, and
that’s why you're reading this. You don’t want to send your business
spiraling into oblivion by the orgasmic spending on the latest
technology.

In reality, your counterterrorism budget probably already exceeds
that of your enemy. What they know, however, and you may not be
aware of, is your association with a group of cowards.?> Corporations in
general, and business executives in specificc have a natural
qualmishness about dealing directly and publicly with terrorists. They
are simply afraid to confront their adversaries.

This fear is perhaps why your own counterterrorism budget is
significantly higher than what it should be; appeasement costs more
than action. All of this goes back to the basic premise of terrorism -
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creating undue fear in your organization so that you will spend more on
security than on production, job creation, or profitability. In the end,
terrorists win and your business loses.

To change this equation, you must begin to become more
aggressive, more offensive in your counterterrorist activities. Your
business must begin to seek out threats and terminate them before they
have an opportunity to target you. Most importantly, whenever a
terrorist strikes at your business — and they will — they must fully
understand that there’s a price on their head and your own people will
not stop until justice is served. I should emphasize the will not stop
principle.

Your greatest obstacle in this plan will be the pacifists who, at best,
merely defer the task to the federal government. With your business and
its employees at stake, can you afford the time and money necessary to
place complete trust in the bunch occupying Capitol Hill? I think not.

The image of a terrorist literally hanging by their balls in town
square is much more effective than all the extradition treaties currently
in existence. If this were not the case, then the United Nations would
truly be an effective organization than the impotent bed of corruption
that it is. In the winner-takes-all game of terrorism, your business cannot
place international courtesy in the way of its survival.

Before we continue, I must state unequivocally that your
organization’s counterterrorist team must be in addition to and not a
replacement for, your internal security team. Counterterrorism resources
cannot be wasted on routine operations such as employee background
checks, identification, and facility parameter security. They can,
however, supplement your security resources by providing imaginative
and effective evaluation of facility and personnel security by ‘playing
the bad guy.
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Once you have decided that you want to go on the offensive
against terrorists — again, a conclusion suggested by your reading of this
book — you must lay out plans for your new counterterrorism division.
Forget what you may know or have read about corporate security
already, this new age mandates the elimination of barriers between
analysis and application.

We can no longer allow ourselves to drift back into the 1980’s
mentality that, somehow, the excesses of terrorism have been
contained.?> The events of September 11th, 2001 have shown that there
will always be someone seeking more destructive and awesome ways to
tamper with our future. Should they succeed in acquiring weapons of
mass destruction you can rightly conclude that we’ll eventually be the
target.

This escalation of destructive potential inherent within terrorist
organizations is a fundamental reason why your organization can no
longer afford to sit idly by and trust in routine security measures. You
are no longer dealing with human beings who may only have a different
ideological view; terrorists will stop at nothing to destroy your way of
life and that of your family and friends. If you do not stop them cold,
who will?

Whether corporate executive, divisional manager, or international
security representative, if you have been charged with the task of
dealing with international terrorists, then you are your organization’s
commander. This means, my friend, that the most important battle
decisions will ultimately be made within your own mind.?

Now don’t go squeamish on me yet. You wouldn’t have gotten
where you are by being weak and indecisive. I realize that it's not easy
for a mild-mannered, perhaps family-oriented, corporate executive to
contemplate full-scale battle against terrorists. I merely suggest that you
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consider the alternative — would any self-respecting terrorist think twice
about vaporizing your family, friends, and livelihood? It’s either us or
them, zha méng, and you know deep down that they’ve already made
the decision for you.

Choosing Your Team

Selecting personnel for your counterterrorism division isn’t like
hiring a network administrator for your IT department, even though a
good network security analyst should fit in with your overall program.
What we are looking for, however, are qualities within a person and not
necessarily their professional expertise — at least for the moment.

For brevity, I have consolidated the characteristics for volunteers
as follows:

Above average intelligence coupled with common sense;
Proficient in military subjects and skills;

Possessed of good judgment and even temperament;

Patient, curious, innovative, confident, and analytical;

Loyal, reliable, team player, and courageous;

Physically and mentally fit, tough, alert, and determined;
Possessed of excellent coordination and rational movement;

Of excellent health and free from any vices as drinking, smoking,
chewing, etc.

® NN L=

In addition to personal characteristics, each member of your team must
develop two or more of the following technical abilities:
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1. An exceptionally high degree of expertise with military
weaponry including, but not limited to handguns, sub-machine
guns, sniper rifles, shotguns, and improvised explosive devices;

2. Knowledge of terrorist tactics and psychology, including both
historical and modern case studies;

3. Expertise in computer science, to include but not be limited to
network analysis and security, database management, and
digital electronics;

4. Able to, at a minimum, converse in Spanish, Russian,
Portuguese, and/or Arabic.

Now, your overall department must incorporate several key
characteristics of which I shall now narrate.

As a counterterrorism unit, your team must be able to adapt to
almost any situation that it finds. Your team must be able to operate
motor vehicles, aircraft, and ships. Within the jungle, desert, or arctic
settings, they must be able to navigate and live off of the terrain. They
must be able to understand engineering, mathematics, physics, biology,
and chemistry.

Knowledge of medicine is as important as is a thorough
understanding of electronics, fieldcraft, business management, and
finance. In short, your team must have sufficient breadth of experience
that it can function as a whole within nearly every imaginable field. The
sum of its parts must be more secure than the basic elements of which it
consists.

Given the nature of global terrorism and your need to operate
against it, your counterterrorism team should also have access to legal
services covering not only the international scene in general, but each
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specific country in which you or your employees operate. Do not
shortchange your staff on this requirement!

At this point, it may appear to you that I have simply instructed
your company to develop a commando team. Not true. Leave that
dream to Hollywood, my friends, for this is reality. Your people will not
— repeat, not — engage in combat operations against terrorists. Your
operation will be much too small and probably far too under-funded to
match wits with any organization created specifically for the destruction
of humanity.

However, by keeping your team abreast of military technology
and procedures, you will be able to determine which threats are most
likely to affect your operation. By infusing innovation and independent
thinking into such an environment, you’ll stand a good chance of
predicting what routes your enemy will choose to accomplish their
mission.

If you still have your heart set on creating some techno-commando
unit that will fly anywhere in the world and take out terrorists, then
please, calmly place down this book, and order one from one of the
many mercenary or soldier of fortune publishing houses that dot the
planet.? It is not my intention to teach you how to start wars, merely
how to try to avoid them.

You will, fortunately, have to instill a sense of militarism within
your people; some overweight couch potato isn’t going to be of any
value to you than would an armchair general. Your people will have to
adapt to situations, technologies, and people their corporate brethren
would never meet within their wildest nightmares.

When you construct your shield against terrorism, you will have
signaled to the world that you're ready, willing, and able to react to
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anything that they could throw at you and still survive. Are you
prepared for this decision? Good, then read on.

Authenticate Your Counterterrorism Team

Okay, so now you've decided to organize a counterterrorism
division for your business (or possibly reorganizing one that you’'ve had
for years.) and have even begun to staff it. Now, my friend, comes the
hard part. You must fully authenticate your team.

By this, I mean, that you must equip them with that most
powerful of all weapons — complete autonomy. Your team must be
given written — yes, I said written — authority to operate carte blanche
within your organization. They must be able to access every square inch
of your company’s facilities, databases, personnel, etc. Most
importantly, they must be able to handle their own budget free from the
prying eyes of your accountants.

Now that you’'ve learned what your team represents, I suggest
that you climb back into your chair and down a couple of aspirins and
read on. You didn’t expect to employ a counterterrorism team from the
local temp agency did you? If you still have a tender spot within your
gut, then may I suggest that you watch some videos from 9/11? Your
enemies aren’t interested in whether you can squeeze a nickel until the
buffalo shits; they want to turn you, your friends, and your family into
ground beef.

Because of this simple fact of reality, your corporate
counterterrorism team must be able to identify your weaknesses and
vulnerabilities and, my friend, they won’t be able to do squat if your
nerdy database administrator bars them from entering your precious



36 R. J. GODLEWSKI/INERT

computer center. So do your business and your employees a favor and
arm your team with full authority.

The last thing that you need to accomplish is to create a quagmire
— a ‘corporate Vietnam’, if you will — where security is hamstrung by a
hesitant =~ committee.  Remember the fundamental rule of
counterterrorism: reaction speed means everything. Your team may
very well be required to respond to events before anyone else within
your organization knows that something is going down. So just do the
right thing, and empower your team with the required authentication.

Protect your team’s da qudn and your organization’s future by
eliminating your own flaws.?¢ Your terrorist enemies will be scrutinizing
every action, directive, procedure, schedule, and development that your
organization publishes. Therefore your team must be isolated from this
process. Give them an identification badge that orders your other
employees to give way to your team or else.
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Section Three
Your Counterterrorism Organization

Common sense dictates that as no two counterterrorism groups
would operate under the same conditions, no two would be organized
under the same format. However, for matters of convenience, certain
generalized requirements can be discussed and an archetypical
arrangement thus be proposed for the corporate environment.

A counterterrorism group consisting of five divisions could handle
nearly all of the anticipated threats from the current stable of known
terrorists throughout the world and with minor adjustments could meet
most corporate requirements.

Your group leader should be personally chosen by you and
represent the highest standards of professionalism, experience, and
integrity. Once you have selected your man (or woman), your
responsibilities towards hiring are over. Your new counterterrorism
group leader will be responsible for the recruitment of their entire staff.

Only they will realistically know your organization’s specific
needs and, ultimately, only they will be held accountable for your
team’s successes and failures. By eliminating your traditional human
resources function from this activity you will in essence secure your
team from outside interference.

If you have made a wise choice, your team will probably parallel
the following functions:
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Programmer — Responsible for software engineering and code
development for your team’s proprietary programs.

Network Administrator — Responsible for ensuring proper
operation and selection of your CT team’s computer network
software and hardware.

IT Security Analyst — This is your team’s safeguard against
malicious attack as well as your resident expert in computer
forensics.

Hardware Technician — Responsible for maintaining all team
computer hardware and peripherals, as well as advising in their
purchase.

Data Processing Analyst — Defending against terrorism mandates
the creation of extensive databases on terrorist organizations, their
activities, weapons of choice, areas of operation, etc.

Electronics Engineer/Fabricator — When the need arises for
electronic surveillance, you will need both a great designer of
signal and image processing equipment and a builder of cost-
effective subsystems.

Chemical Spills Response Technician — Your Hazmat team will
be responsible to ensure that accidental spillage is just that —
accidental. Otherwise, consider yourself under hostile attack.
Waste Management Specialist — This person will ensure that
Hazmat incidents of all persuasions are avoided by coordinating
transport of your company’s waste products or raw materials with
your CT group leader.

Weapons Specialist — The closest thing your group will have to a
military commando. Responsible for the designation and training
associated with known terrorist weapons as well as security arms.
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v' Improvised Explosive Devices Technician — This person will be
responsible for detecting and evaluating bomb threats against
your company and its employees, as well as keeping abreast of
improvised devices being developed by terrorists.?”

v' Pathogens Biologist — Terrorists don’t always use explosives, and
your team must be ready to meet this challenge with a qualified
microbiologist.

v Pharmacologist — Given the probability of biological terrorism,
your team will have the need to keep abreast of all medications
currently on the market or being developed.

v Decontamination Specialist — This person’s responsibility is for
planning and training in expectation of when things don’t go as
planned.

v' Field Intelligence Specialist — You're probably already well-
acquainted with corporate espionage. This individual will not,
however, waste their time in defending your product secrets as
you should leave that to your security team. This individual will
ensure your up-to-date knowledge of more deadly opponents.

v' Intelligence Processing Technician - Responsible for the
categorization of data for use by your intelligence analysts.

v Intelligence Analyst — Your team will be required to provide
results, and your analyst will have to distribute the information in
a timely and correct manner. If you don’t believe that this is by far
the most important function within your organization, just think
of 9/11 and the weapons of mass destruction that somehow
disappeared from Iraq.

v’ Finance Manager - Responsible for the group’s finances,
including payroll, benefits, acquisitions, etc.
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v' Purchasing Manager — Responsible for acquiring all the ‘toys’
required by your team, and I mean everything.

v' Logistics Manager — Responsible for moving the material and
supplies required by the group’s operations.

v' Travel Manager — Supports the logistics department by handling
personnel movements around the globe.

v' Training Coordinator — Provides and coordinates full-spectrum
training for your team.

As you will have undoubtedly guessed by now, the foregoing
represents individual positions. How many of these individuals each
group requires depends largely upon the size of the operation. Smaller
organizations, by comparison, may have to combine many of these
functions or shed those that do not necessarily affect that particular
operation. It will be, however, a tradeoff that will warrant prudent
consideration. Your operation may seem tiny, but your terrorist enemies
do not care about your size -- only your vulnerability.

The overall objective is a chess game involving functionality and
fiscal responsibility; your team must weigh the balance between threat
and profitability, which is why your group leader(s) should have final
authority as to the decision. Nobody - repeat nobody — should
compromise security for the sake of profitability or some other sorry-
assed excuse.
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Another aspect of flexibility is to permit your team the ability to
evolve as time and circumstances warrant. When I originally created
CATA it was in response to 1970’s style of hijackings and paramilitary
warfare. CCTI was created in direct response to the Aum Shinriko gas
attacks in Tokyo and later the Murrah Federal Building bombing —
though the latter research effort was much subdued due to the disaster
taking place within our home state.

Although I terminated the existence of CCTI in April of 2000 to
concentrate on the creation of the International Nuclear Emergency
Response Team (“INERT”) it would’ve completed the cycle by returning
to airliner hijackings as perpetrated on September 11th, 2001. Therefore
one organization, by way of merger, had dealt with hijackings, gas
attacks, truck bombs, and weapons of mass destruction (i.e., ballistic
missiles — a side research activity of CCTI).

The critical thing to remember is that both CATA and CCTI were
small, research-only organizations. They studied terrorism as it was;
they did not attempt to predict what the future held — although the
bombing in Oklahoma City came too close and too soon not to arouse
suspicion from amongst the local townsfolk, some of whom, to their
credit, engaged me in contemplative discussion as to how best to protect
the homeland, signifying to me, at least, a willingness among some of
our rural population to learn about threats from beyond town square.

Your Counterterrorism Operations

Once you have your CT group in place, their autonomy will
preclude you from knowing precisely what activities they’re engaged in.
However, you do have a legitimate argument in knowing what types of
activities they may become involved in.
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Given this, I will discuss several applications or ‘events’ in which
your counterterrorist team may become entailed. These will include
both historical and hypothetical cases wherein the corporate community
may most be affected. It should be noted that terrorist attacks cannot be
predicted on a continual basis. Accordingly, I will not do you a
disservice by boasting about what I would do in each particular case, as
many of the other ‘security experts’ may attempt to do.

Second-guessing is prevalent among armchair security personnel
as well as politicians. What I propose here, is to address the possibilities
of what might occur given the nature of terrorists, and what your team
should do to prepare for the plausible. What happens when things go
wrong depends upon your selected group leader and the personnel that
they have chosen.

Biological Terrorism

Long a staple of Hollywood action flicks and predictable
adventure novels, bioterrorism had become a reality within the United
States at least as early as 1984 when the followers of the Indian guru
Bhagwan Shree Rajneesh released salmonella poisoning upon 751
unsuspecting patrons of ten Oregon restaurants.?

The fact that this remains as the nation’s sole known major bio
attack, many believe that the difficulty in carrying out such actions lend
credence to the theory that terrorists would seek other methods of
destruction. I disagree completely, and have thus placed these events at
the top of your ‘watch list’.

There is, of course, a secondary reason that I have elected to
discuss bioterrorism first — I feel compelled to keep reminding you of



44 R. J. GODLEWSKI/INERT

the seriousness involved with combating terrorists, something that
everyone, especially corporations should engage fully within.

Perhaps the knowledge that the entire history of the Americas may
have been altered by the unintentional exposure of the Aztecs by
smallpox-plagued Spaniards during Cortés” infamous noche trista would
suffice to illustrate my concerns.”? Now, my friend, imagine the
implications of intentional distribution.

There is no greater threat to the existence of life upon this planet
than the physical alteration of a species by human hands. Already we
know of bacterial mutants that can grow in the presence of antibiotics.*
Taken a step further, bioengineered bacteria can wreck havoc upon a
population which is why most strains are confined within disciplined
biotechnology labs. What if an organization did not operate under such
safeguards?

If the Bhagwan Shree Rajneesh group had contaminated the food
with such resistive organisms, how many of the 571 victims would’ve
died? If a hostile group contaminated our nation’s beef supply with a
vicious strain of mad cow disease what would become the public
perception towards eating meat? Our answers are merely guesses and
further illustrate the necessity of incorporating a molecular or
microbiologist within a large CT team.

Suppose that your company functions within the biotechnology or
pharmaceutical fields. What capabilities do you possess that terrorists
would love to get their dirty little hands on? Your bioterrorism group
would also benefit your IT security division by ensuring that no data of
value is compromised.

Your team will have to be quick-witted, possess a strong intellect,
and be fully aware of trends within the international biotechnology
field. They will have to combine the traits of a good detective with the
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visionary talents of a novelist. In short, they will have to develop a ‘sixth
sense’ relating to what terrorists are capable of and likely to do.

Radical Concept #1: Can you comprehend a terrorist with an oily biochemical
lining a car’s exhaust system, driving around town polluting the air with a mix
of gas emissions and heat activated toxins?

Your team will not have the luxury of knowing that Big Brother
will be on top of every eventuality. Therefore, they will be required to
act on their feet and comprehend such scenarios as that mentioned
above or within following visualizations.

Start with providing your team with computers dedicated towards
the task of analyzing bioterrorism prospects. Develop computer
programs that mimic games rendering out various “What if?” scenarios.
Practice drills within your entire organization so that everyone from
your temp floor sweeper on up through your chief executive knows
precisely what to do.

Consider your janitorial staff, for instance. When they receive a
shipment of cleaning materials, do they inspect every container or bottle
to ensure that the package hasn’t been tampered with? Or do they just
assume that if the shipment came from a trusted supplier that no one
else had tampered with the product?

Radical Concept #2. What would happen if a terrorist serendipitously poured
in a deadly biotoxin through a microscopic puncture in the bottom of your
janitor’s favorite floor polish? Would your employees notice the problem over
the stench of most industrial waxes before it was too late?
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Remember the concept of the 360° Sphere of Awareness that I
discussed earlier. Nothing or no one should be trusted unconditionally by
any of your employees. This may go against common business etiquette
but your enemies don’t either. Which is why you’re employing a CT
team to begin with; you need people who aren’t constricted to
traditional ways of thinking.

An imaginative terrorist can contaminate anything you eat,
drink, touch with your skin, or inhale. A counterterrorist agent can
imagine only that which they envision themselves. Get the picture?
Even the best security consultants in the world will run second to the
simplest of terrorists which means all of your efforts will necessarily be
reduced to being nothing more than insurance against extensive
damage.

Chemical Terrorism

By rights, this category should be included with bioterrorism.
However, several key aspects of this threat warrant independent
analysis, the primary consideration being that chemical terrorism is less
complicated than bioterrorism.

Chemicals being either a solid, liquid, or gas can be applied nearly
everywhere and man’s only defense is either clothing or breathing
protection. As with biological threats, the primary value to terrorist
organizations or rogue sponsors is their psychological effect.’® This
aspect alone can cause much destruction to your company’s operations,
facilities, and personnel.

Reflect upon the number of chemicals that your business
consumes everyday. Now considered the areas where many of these
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products are used. Is your cafeteria, conference room, lavatory, or
production floor safe from contaminated supplies?

Radical Concept #3. Your company hires a new cleaning contractor under a
low-bid contract to service the cafeteria. Your employees marvel at the new
fragrance that greets them, not knowing the wicked problems associated with
the particles now binding themselves to their Styrofoam plates. Later, when
everyone begins to show signs of illness, intense scrutiny of the cooking staff
diverts attention away from the true culprits.

The fundamental rule of combating terrorism is that anything can
be used as a weapon against you. Knowing this, it becomes imperative
to visual things from a harmful or deadly perspective. Chemicals, for
their part, open a whole new world of terrors and concerns.

We, as human beings, rarely consider our workplaces to be
dangerous, and then only from an industrial perspective. We seem
never to realize that there are people out there who want us dead for
being nothing more than who we are. Once we swallow our pride and
inhibitions, we can face the fact that we may even have to view our
beloved water cooler with suspicion.

Am I being a little bit paranoid? Perhaps. Can you guarantee that
your water is safe to drink, every single day of the year, every single
year of your facility’s existence? Save for cyberterrorism, which we will
discuss in a minute, chemical attacks against corporate entities is
perhaps the greatest threat for counterterrorism personnel to evaluate.
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Sprayed in liquid form or released as a gas, chemicals can wreck
havoc on your company, much in the same way as the Tokyo subway
attacks that inspired my involvement with CCTI. When used in their
powdered form, chemicals can be made more potent, and perhaps more
deceptive. You will not know from which substance the attack may
come and therefore must be prepared for all eventualities.

Cyberterrorism

Cyberterrorism, or the threat against an organization’s computer
network, is an oft-told scenario of screenwriters and novelists, but rarely
receives professional discussion outside of corporate boardrooms,
possibly for fear of informing the public on our vulnerabilities.

One early result of the Internet Defense Summit recently
conducted in Menlo Park, California, was the disturbing conclusion that
governments were in no position, either financially or technologically, to
keep abreast of computer terrorists.3? Having concluded that, private
industry was charged with the task of responding to this deficit.

This shortfall between private needs and federal assistance could
characterize the whole battle against terrorism and epitomizes why you
are developing a counterterrorism organization for your company.
However, there are several idiosyncrasies which may not be applicable
to other forms of terrorism. These include:

v' Attacks against your company may come from sources that would
not normally be considered as terrorists, such as a bored teenager
living in Europe;

v' Internal attacks, such as from a disgruntled employee, may be
more prevalent than, say, a truck bombing;
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v' The anonymity of global computer networks makes tracking the
perpetrators exceedingly difficult;

v" Forensic evidence is harder to locate and recover;

v An attack against your computer network(s) will tax both your
security and counterterrorism teams.

When considering the significant amount of financial, personnel,
medical, operational, and product information that is distributed upon
your company’s computer network each day, it is readily evident that
more damage can be inflicted upon your organization through
cyberterrorism than through nearly any other form of attack.

For those industries whose computers control critical functions —
i.e., air traffic control, nuclear or chemical processing, defense-related, or
healthcare, etc. — there is an exponential increase in catastrophic
potential. Computers, for example, can be used to infiltrate a hospital’s
patient prescription records to assassinate an individual from across the
planet simply by altering their treatment.3

Radical Concept #4. A relatively unknown terrorist organization taps into
the production computers of XYZ Corporation which manufactures several
brands of highly popular household cleansers. At its Anytown, U.S.A. facility,
all appears normal as the production staff watches the various red, yellow, and
blue bottles being filled with their respective chemicals. The process control
computers, however, fail to show the intermixture of products flowing into the
bottles, a combination of those containing bleach and those containing
ammonia. Only when the unsuspecting consumers use the tainted cleansers are
the noxious gases released.
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Because of the seriousness associated with cyberterrorism, your
CT Division will undoubtedly incorporate a significant effort to protect
your hardware and software assets, as well as your company’s
employees, facilities, operations, and investments.

Bombings

Terrorist bombings are not nearly as prevalent within the United
States as they are in other parts of the world. This does not, however,
preclude their occurrence here as the Murrah Federal Building bombing
in Oklahoma City showed (I've always stated that this event was more
of a criminal act than a traditional terrorist strike but there still are
strong hints that Islamists may have been involved nevertheless.).

However, because your company can be expected to conduct
operations throughout the world, you will ultimately have to deal with
the threat of explosive devices directed against your employees or
facilities. Considering the damage that an individual can do with a little
potassium chlorate and granulated sugar, for instance, this terrorist
option is significantly less complex than, say, cyberterrorism.3®

In this regard, your CT team will undoubtedly work in
cooperation with various federal institutions, supplementing their
databases with your ability to devote dedicated personnel. Dealing with
explosives threats bridges the gap between computer security, which is
fairly straightforward, and NBCR (Nuclear, biological, chemical, and
radiological) defenses which are infinitely more complex and asset
demanding.

Regardless of where your operations are based, the two primary
scenarios that you would likely encounter are either a suicide bombing
or a vehicular (i.e., truck) bombing. This does not necessarily mean that
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your organization might not be faced with a super-sophisticated device
such as the Lake Tahoe Bomb.3¢ Rather, your limited resources should
be directed against threats which you are more likely to encounter. This
means, my friend, remaining aware of the current ‘in” trends of
terrorism and that’s people or vehicles loaded with explosives.

Either one of these scenarios could prove disastrous to your
organization. An initial security review within your company should’ve
determined which threats are more likely to occur. For example, if your
offices are located within a campus-like setting, somewhat removed
from the parking lot, then a truck bomb may not be used against your
facility. If, on the other hand, your building is directly on the main street
with numerous package delivery vehicles roaming the neighborhood,
then you would have to suspect a vehicular bombing of some form.

Compounding this entire process is the fact that you'll have to (or
at least try to) remain one step ahead of the terrorist group who may
have decided to target your particular company.

Radical Concept #5. A bomb threat is telephoned into your company’s
headquarters giving your security personnel a thirty minute warning. An
evacuation of your facility is conducted while you wait for the local bomb squad.
Unbeknownst to your employees as they mingle outside underneath the blazing
sun is that the groundskeepers have either planted explosives in the shrubbery
or are themselves booby trapped, severely endangering your now exposed
personnel.

Again, it should be re-emphasized that any person or any thing
located on your property could be an explosive device designed to
destroy your facility or disrupt your operations. Did you believe for a
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minute that you'd see a big panel van show up with the word
plastered along its side?

Inasmuch as that turkey and Swiss sandwich that you are now
devouring could be laced with toxins, that new air conditioning unit
that was recently installed by an equally new contractor could be even
more deadly. Always remain on alert and never be so complacent as to
decide that the security walk-through that you did before lunch should
in any way take place of the one that you should do after lunch. Always
be on your toes!

Nuclear Terrorism

That’s right, the Big Enchilada. The Holy Grail of the terrorists.
The almighty atom bomb and the terror of millions of people who grew
up with ‘Duck! And cover!” drills pounded into their heads. While the
world has survived the nightmarish scenarios offered by the Cold War,
an even more hostile prospect arises from the proliferation of nuclear
weapons by terrorist organizations and their rogue sponsors.

What I am talking about here is either nuclear weapons in which
tission (or worse) takes place or radiological weapons in which chemical
explosives spread radioactive materials throughout the environment.
Either way, a whole new ballgame has developed within the
counterterrorism field, one in which the luxury of an early warning
radar net for corporations is unavailable.

Many experts try to downplay the prospects of nuclear terror as
highly unlikely, but don’t let yourself fall into this trap; nuclear
weapons are tailor-made for terrorist use and no self-respecting terror
organization would pass the opportunity to vaporize one of our cities.
Perhaps the only thing that has saved civilization so far is that, in my



INTEGRATED TECHNICAL WARFARE 53

opinion, terrorist leaders would not commit a solitary device to action —
once used, they would no longer be able to maintain a significant level
of fear (or perhaps deterrence?) among the world’s population.
Therefore, an organization that gets its hands on multiple devices
is the one to dread. With the advent of high-speed data
communications, the diversity of the Internet, and the collapse of the
Soviet Union, nuclear terrorism is no longer solely the realm of fiction. It
is only a simple matter of time. Take a moment to reflect upon this while
gazing at an atlas. New York, Houston, Los Angeles, Chicago, Miami,
Detroit, Dallas, Seattle.... At some point, history will record the
destruction of at least one of America’s cities. It might happen
tomorrow, it might not happen for fifty years. But it will happen.

Radical Concept #6. No one suspected anything unusual. After all, it was a
hospital and hospitals had patients in wheelchairs. Patients of all sizes and
shapes jostled about in carriages of equally indeterminable heritage. Many
carried along the familiar green oxygen bottles that affixed themselves to the
obscure faces of some of the patients through plastic masks that seemed more
like thin jellyfish tentacles than articles of care. Nothing unusual in any of this,
save for the one green bottle that contained nothing of gas within its volume.
Hidden with its steel cylindrical shape was a hideous instrument of fission — a
five kiloton nuclear device.... [Scenario from the forthcoming Hazardous
Task by R.J. Godlewski]

The collapse of the Soviet Union disrupted employment for some
900,000 technicians and engineers who held high-level clearances to
work with nuclear technologies, some 3000-5000 working in the highest
levels of the production of fissile material.*” While many of these people
were, in a sense, corralled by Western aid, one cannot help but consider
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the implications if just a few of these technicians went over to the wrong
side. This is somewhat unnerving when one considers that just before
the breakup of the FSU, the mullahs in Iran ignored any pretense about
gaining military nuclear technologies “now”. 38

Even more disturbing is the presence of that perennial
megalomaniac, His Royal Highness of Perversion, Kim Jong Il of North
Korea. Any person who possesses nuclear weapons and states
unequivocally “If we lose, I will destroy the world”3® should remain at
the top of the list of potential threats against humanity. His nation’s
economic non-existence ensures that he will always be a source of
trouble for the world.#’ Did I mention your organization’s need for a
separate counterterrorism division?
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Section Four

Counter-Jihadism

The empowering spirit of today’s terrorists is their absolute
allegiance to the Islamic religion. This is in stark contrast to our own
military public relations organizations which seem to go out of their
way to deny the very existence of religious motivation.#! This cultural
obsession with political correctness threatens our ability to fight
terrorists who wholeheartedly believe in dying for their cause. The West,
on the other hand, is beset with educators (among others) who consider
it a tragedy that none of the world’s great spiritual leaders had enough
guts to denounce the hereafter.?? Is it any wonder, then, that our efforts
are second-rate at best?

The populist world may believe that there’s no basis for religion in
your daily life, but don’t you fall for it one single minute. The only way
that you will be able to defeat your terrorist enemies is by fighting
religious fire with religious fire — the infinite battle between Good and
Evil. You may question it. Your compatriots may ridicule it. Yet,
religious fervor is the basis for all civilization and civilization is what’s
at stake in the present war.

Your CT team will have to believe — truly believe — in what they’re
doing. They will also have to understand the subconscious desire to win
that is expressed by their adversaries. Your 9 to 5 office manager
probably isn’'t as dedicated to their beliefs as your typical suicide
bomber, but your counterterrorism personnel better be. The ability to
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combine faith, reason, and imagination will ensure that only truth need
be addressed.*

Those who deny the religious element are equally predisposed to
believing, among other falsities, that the Islamists merely desire for
Israel to be removed from ‘historically Muslim’ territory. Historical
Constantinople and modern day Mindanao (Philippines) and southern
Thailand are but a few examples of Islam aggressively moving into non-
Muslim territories. To deny Israel’s proper emplacement by virtue of
several 1949 armistice agreements between it and each of its neighbors*
is to assume that any international treaties are subject to forfeiture at
will. In light of this, it cannot be accepted that radical Islam is a self-
containing belief.

Somewhat akin to the more extreme evangelical Christian sects
within the United States, the emergence of radical Islam tends to ignore
the historical tolerance of their own religion. Even the Koran itself
incorporates Judaic and Christian doctrine into its model.*> The fact that
Mohammed, himself, at least at one time spoke of “Let there be no
violence in religion” and “Kill not the older man who cannot fight, nor
young children, nor women” hints at the perversion of modern-era
Islamic radicals.4¢

It should go without saying that any group that will re-define
religious and political history to suit their needs is not going to be
bound by niceties. This is the case with both radical terrorists and
domestic populists. You, on the other hand, need to secure your beliefs.
You need to decide what it is that you believe and ensure that every
effort is exerted to safeguard these interests. If you're representative of
90% of American society, this means that your business operates — if
somewhat subliminally — under Judeo-Christian culture. What this
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means, of course, is that your organization is going to be targeted by the
radical sects of Islam that desire global conquest.

Now that you’'ve accepted that religion is going to be an issue with
your business’ future — whether you like the idea or not — you're going
to have to conclude that your CT operations must preserve your own
cultural identity. Otherwise, my friend, if you deny your heritage to
avoid ‘offending’ the terrorists, the terrorists would have won a major
battle — forcing you to abandon your core beliefs. This is where things
start to get very interesting.

Your business can accept only one of three possible actions. It can
either cave in to the Islamists (and revisionists, and PC police, etc.) and
change its policies ad infinitum to suit their evolving desires; it can go
about its daily routine and hope that nobody decides to target it; or it
can launch an effective counter to the Islamists. If you choose the second
option, I cannot help you. If you choose the first option, I don’t want to
help you. However, if you're tired of being dictated as how to live your
life and how to run your business, then there are things that can be done
to offset the terrorist’s psychological campaign against Western culture.

Abandon secularism

Prepare yourself for battle. The hardest part of your war against
terrorism will not come from the fanatical Islamists that want to destroy
your property and kill your employees, it will come from those within
our own country who wish to deny you the ability to infuse religion in
with your operations. In short, they desire to take the wind out of your
sails while allowing your adversaries to navigate at will.

This backlash against your business can be defeated in the same
manner that all enemies can be defeated — isolate them, deny them
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material (and people), and pound away at them until they either
capitulate or disappear. This is where a good public relations and legal
team can be an invaluable asset to your organization as well as to your
CT team. The key thing to remember is that those who will target your
organization in the name of secularism do so solely to destroy the
economic and political power of the United States. That your business
would become an innocent casualty in this ‘behind-the-scenes’ battle
does not faze them one bit.

As your primary concern is countering terrorism, you need to be
aware of all of their “proponents’, many of whom probably share your
lunch table with you. Remember, we are not talking about forcing
religion or political views upon others. What we are addressing here, is
defending your organization’s system of beliefs (for those of you out
there who run governmental agencies or public corporations, the belief
system that you are defending is that of the greater majority of the
population.).

Many of the secularists spout ‘Jeffersonian” protections of liberty
in their denial of U.S. protective measures, never minding the fact that
Jetferson himself took part in secretive operations to ensure national
security.*” This, if nothing else, shows the wanton nature of some within
this country to disrupt our security measures at all costs. Don’t you
subscribe to this horrendous trend!

How do you defend against secularists and what do they have to
do with terrorism? Glad that you asked. First, let’s consider the benefit
to terrorists afforded by the secularists. It is a common practice among
Islamic terrorist groups to intentionally disrupt American security
measures by getting us entangled within domestic issues.*® This being
the case, many of the ‘programs’ espoused by liberal secularists — such
as prisoner welfare — fall into use for Islamic recruitment purposes.*
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Whether intentionally or not, many of secularist ambitions neatly
aid terrorist effort. Consider the American Civil Liberties Union. By
encapsulating American businesses, communities, and individuals in an
endless series of legal actions designed to ram secularist views down
our throat, we, as a nation, are less able to institute responsive programs
to defeat those who aim to defeat us. This is akin to swatting away
mosquitoes (which could be carrying West Nile Virus) with our hands
tied behind our back. In the case of the ACLU, they would probably
further the injustice by defending the mosquitoes under the premise that
they were “here’ first.

Now, as to how business can fight the secularists. You can — and
should - begin with an intensive public relations campaign. By taking
the fight directly to the people, you can tap into the 90% of the
population that aligns itself (even if covertly) with your views. The
avenues for this are widely available:

1. Businesses wield tremendous marketing power. By casting your
advertising dollars with those media organizations that do not
preach secularist dogma, you can hold sway with both other
businesses and the population;

2. By funding television programs, feature films, books, etc., your
business can direct its ‘philosophy” in counter to that offered by
the secularists. A key example is to promote Christmas during
Christmas and avoid unnecessary references to secularist’s
‘Holiday” phrases.

3. Develop a portion of your product base (say, <20%) for
counterterrorism operations. This may not be practical for
everyone, but I'm certain that your trusted CT team could find
dual use for many of your products or services.
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Get religious!

The Faith is under attack! Fight back! These sentiments might
sound a tab bit offensive in today’s post-Christian, secular culture but
the Islamic terrorists hold no such reservations.*® They know that
religious belief is the deepest of all human emotions and use the belief
that Islam is under attack from the West to empower their cause and
recruit gullible kids into blowing themselves up for Allah. How does the
West respond? We tend to subject ourselves to endless debate on why
the Islamists feel the way that they do.

The problem being, of course, that the terrorists simply use
whatever means at their disposal to further the cause. We, for our part,
try to justify everything from the human perspective. It didn’t work in
the past and it won’t work in the future. Adolf Hitler, for example,
routinely altered his own statements to ensure that he could sway the
left, the right, and the middle in his bid for recruits.’! The Islamists do
the same.

The only way to defeat religious fanatics is to, well, employ
fanatical religious believers. You may balk at the notions of a ‘Holy War’
but, guess what, you're already involved in one. The Islamic terrorists —
specifically Iran — inaugurated Jihad against the United States in 1993.5
The first attack against the World Trade Center stunned even the
Muslim community, but they also foresaw it coming.?® We, on the other
hand, had completely forgotten the attack when the second strike
collapsed both towers on September 11, 2001.

Our reaction was completely understandable if not wholly
excusable. As a society, Westerners cannot comprehend that there are
people out there who hate us so much that they are willing to die just to
kill us.5* This is even more disturbing when the people who hate us
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endorse a religion — something that we naturally equate with peace and
love. What we have failed to consider, is that religion is a defense
mechanism as much as a conquering one. It is the secularists who try to
inform us that religion is only for pacifists.

In the history of our own culture, during the period of
unfathomable (in comparison with modern times) faith®, our forefathers
undertook two hundred years worth of war to safeguard Christianity’s
treasured Holy Land sites.’® These Crusades are undoubtedly a source
of resentment between Muslims and Christians, but the current era is no
different in that the Islamist terrorists are bent on taking over the planet.
Had we the faith of our fathers, there is not doubt that we would strike
back at them in the same manner as the Crusaders. Unfortunately,
however, the secularists have popularized Islam and persecuted
Christianity to the point where the former cannot do any evil and the
latter cannot claim any good.

You, however, can — and should — do something about this. You
can work to undertake a return to American basics’ in which our Judeo-
Christian culture is protected, not only in the public eye but through our
illustrious media organizations (ostensibly through the proper use of
your advertising dollars). The most effective thing — and the simplest,
cheapest, etc. — that you can do is to simply acknowledge that our
culture (from a historical perspective) is indeed under attack. Cowering
under the banner of political correctness is not going to help you in your
effort to defend against terrorists.

By falling back upon our cultural advantage — and the
compassion, tolerance, and vision that it provides — you will empower
your employees and associates with a sense of purpose, something that

" The Basis For a Strong Nation: A return to American Basics is a forthcoming commentary periodical
published and written by R.J. Godlewski and discusses returning to our traditional values.
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will give them the courage, direction, and incentive to give what it takes
to win the war. This is, of course, the very foundation that our nation’s
originators had when they broke from England in the name of liberty.

Fire up the public!

The average person hasn’t a clue as to what terrorists are all about
and even less of an understanding on what it means to fight them. If a
poll were taken among a particular group, it could go without saying
that a large percentage of them exhibit certain hostility towards any
authority — be it governmental, religious, corporate, or military in
nature. Taken a step further, it could be assumed that nearly an identical
portion of this group has concerns that rarely exceed that of a steady
paycheck or dinner on the table.

To confront our society with the notion that it may be in for a
battle of twenty, or thirty, or even seventy years would be impossible
for them to comprehend. Americans in specific, and Westerners in
general, are pre-conditioned into believing that they will always be safe.
Part of this problem arises from living within a modern, technologically
sound society. It is also produced from always being under the watchful
eye of Big Brother and believing in adequate police, fire, and healthcare
response. Terrorism is something totally foreign to our way of simple
existence.

Never before in U.S. history has the majority of the nation been as
blind to attack as it was during September 11t%, 2001 — at least from the
general public point of view. During the World Wars, we were involved
long before we were ultimately attacked (as in the case of World War II)
and other conflicts simply required our brave men and women over
there. Even Pearl Harbor happened in a territory (at the time), not within
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the United States proper. This makes caution nearly unheard of for a
nation that’s rarely attacked.

Americans will only respond with fervor during an attack and
their resolve will fade under the expectation of adequate federal (and
military) response. How long after September 11% did it take for most of
us to relinquish our support for tough measures aimed at capturing
terrorists once our “civil liberties” started to suffer? This is stereotypical
mentality at work, here in our nation, that to “do unto others but don’t
you dare mess around with my life.”

As a business, community, non-profit organization, or even
individual, you can do much to sway public apathy regarding the war
against terror. American business is the tops in marketing — just consider
how many Hollywood stars can’t act, how many pop idols can’t sing,
and how many sports teams are paid millions and still lose — and
keeping the nation in tune to the war effort should be a simple feat. It
isn’'t — at least so far. Is this because we’re just lazy? Or is it because
we're just stupid? Both, actually.

We want the feds to defeat terrorism, but not if it inconveniences us.
We want to walk through our malls and stadiums in complete safety but
don’t practice one iota of personal awareness to ensure our wellbeing.
We're distracted and we’re disinterested. We can recall the winning
Lotto numbers but we forget how many people died on 9/11 or in our
global battles against terrorists. In short, what doesn’t happen to us
directly fades away very fast. This is okay for most people, but sooner or
later you're going to be affected by one of them and it is only then that
you will discover how dangerous this apathy can be.

So, for matters of practicality, just figure on doing something to
educate the public. By this, I mean, teaching every single employee,
associate, neighbor, or friend that you have that we are at war and, for
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example, “loose lips” can still sink ships inasmuch as they did during
the Second World War.
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Section Five

Integrated Technical Warfare Prerequisites

It's payback time! Now that we've discussed the terrorist threat
and what it might take to combat it, let’s talk a little about how to combat
it. First, a brief refresher on the steps that you'll need to take from a
personal perspective:

Be determined. The war on terror isn’t going to be easy or quick. Three-
quarters of those chosen to fight it will tire and move on to other fields
long before it's completed. Don’t be one of them. Life, itself, isn’t easy,
but you still go on determined to reach one hundred years old before
your mind or your body fails. It should be the same with your battle
against terrorists; it should be an integral part of your life just like
watching your weight, keeping your house in order, or ensuring that
your kids have the best of everything.

Be compassionate. Not with terrorists — they should be boiled in oil and
their carcass chucked into a nuclear waste dump. Be compassionate with
the other people on the planet — the ninety-percent who prefer to go
about their daily lives without interfering or interference. Respect their
cultures and beliefs. Understand their cultures and beliefs. I'm not saying
that you should convert them or even fear conversion yourself. Once
people understand each other, they will begin to understand everything.
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Be patriotic. Telling a foreigner that America (or your country of
nationality) is evil, despicable, or horrendously wrong is akin to telling a
complete stranger that you think that your sibling is a wanted fugitive.
It might be intended as a joke or an honest statement, but the results will
be far different than what you intended. Freedom of speech (or to gripe)
is intended to safeguard honest critique within this country.
Unfortunately, most people who badmouth their home nation do so
outside of its territory and largely for publicity. Sooner or later someone
will get physically hurt because of these two-second ‘sound bites” and
the effects will continue on long after you've perished from this great
planet of ours. Don’t screw up everyone’s future by inflating your ego
today.

Be religious. Yes, I said religious. Religion (of all persuasions) empowers
the human spirit. It gives you the drive to conquer all obstacles. To aid
your fellow man in need and, if called upon, the love to lay down your
life for them. I don’t recall hearing of many hard-core atheists who
venture into machine gun fire to retrieve a wounded buddy or were
willing to be fed to the lions instead of forfeiting their beliefs. Of course,
I could be wrong. I live a rather sheltered life; it's hard to believe in
atheism when you’re surrounded by God everyday.

Be ambitious. Most people aren’t. The dictionary defines ambition as the
“determination to succeed” and perhaps this explains why. Success is
hard and sometimes takes an entire lifetime to achieve. Yet, ambition
gives people something to strive for, some hope that things will change or
improve. You need to be ambitious enough to keep hitting at the
terrorists until you win, not them. Your determination to succeed must
be based upon a foundation for a safer life for you and your family.
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Be courageous. This goes without saying. Battling terrorists, even from
behind a desk thousands of miles away is difficult if not scary. We all
fear dying or, even worse, being maimed for life. Still, you need to know
that your efforts are worthwhile and, most importantly, right. The
terrorists want to destroy the world through domination; you want to
save it through civilization. Don’t fret over one person going at a group of
terrorists alone. Realize that you belong to an infinitely large group of
people working towards the same goal — a safe and prosperous world.
The terrorists probably aren’t even aware that you're gunning for them.

©

Be tech-savvy. Technology levels the great playing field. It provides you
personally with a chance of actually contributing something to ‘the
cause’, not just well-funded federal bureaucracies. High-speed Internet
services, powerful personal computers, and grid computing offer you a
chance to turn your office, factory, or even home into a powerful data
collection and dissemination machine. Put it to good use!

Be creative. Not everyone is a creative personality (some are analytical-
types, for example.), yet each of us can learn to exert some ‘creativity’
within our lives. Your terrorist adversaries are very creative — who
could’ve thought of using commercial airliners as guided missiles? You
can begin by doing things differently. Fry your steak a different way.
Rearrange your office or living room. Try different types of solitaire. By
being creative, you give your mind the flexibility to consider various
‘What if?" scenarios and this just might give you a chance to survive.
Terrorists are constantly on the lookout for patterns — don’t aid their
efforts.
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Be victorious. Winning the Super Bowl by a field goal is a win, but it is
not a victory. The ‘Big Game’ could’'ve easily gone the other way.
Winning 45-0, however, is a victory. You need to be just as dominant in
your ambitions to defeat terrorism. Don’t settle for appeasement or
isolation. Your life and that of your family shouldn’t be negotiated
away. You need to win and win BIG. This is one area where it is
permissible to be somewhat arrogant. Know that terrorists aren’t
rational members of the human species and arm your intentions
accordingly. The terrorists mean to be victorious and you must too.

Integrated Technical Warfare — Coordinating your assets

Combating a terrorist enemy is very similar to engaging any other
hostile opponent when considering the application of your unit’'s
resources. Fanatical religious beliefs aside, terrorist groups can be
effectively handled with the ‘Three C’'s’ of counterterrorism warfare —
Contain, Control, Conquer. While these may have little direct
application to the smaller business or private effort, a study of each
component will serve to highlight their effectiveness in other situations
for which the reader may be required to formulate a response or,
perhaps, just an objective opinion or two (say, in context of the current
war in Iraq.).

CONTAIN

This component should be the first recorded in any national
security effort whether countering terrorism, strengthening a country’s
borders, or waging conventional or counter-insurgency warfare. Sealing
up an operational area’s boundaries (be it national border, urban
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highway system, or a terrorist base camp.) ensures that the threat is
known to exist within a specific area of real estate. Many today,
particularly active proponents of maneuver warfare, subscribe to “hit
and run” tactics designed to unleash a powerful first strike against the
enemy. However, without adequate containment of the enemy’s
position, they will simply retreat to a safe haven and regroup. This
applies to both physical space (say, as in Iraq where the combatants
retreated to either Iran or Syria) or in cyberspace (where threats can
simply “vanish’ by turning off their computer or hiding incognito.).
Containment gives your analysts an opportunity to analyze, to
determine the size and scope of your threat and offer suggestions on
how to defeat the threat. Fighting on an “open ended” battlefield makes
no sense whatsoever, particularly if you're an under-funded, private
effort. Leave uncontained battles to large, multi-national bureaucracies.

CONTROL

Once a threat is isolated, it can be controlled, and by this I mean
CONTROLLED. Nothing gets into the perimeter without you knowing
about it. For physical parameters, this means complete regulation of
people, food, shipments, documents, everything! In modern day
business, this is dicey — it goes against the “civil liberties” of employees.
Tough. If they work within your business they should understand and
accept your rules. What will happen if someone walks in with a bio-
bomb in their briefcase?

Facility control means the exact same thing. Any vehicle that
enters your grounds could contain a bomb or other destructive device.
How far you go in clamping down depends upon how serious you are
in detouring terrorism. One hundred percent control (assuming it were
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possible) means one hundred percent success. You gauge your level of
commitment by what percentage of success you desire.

Field control (let's go ahead and use Iraq for an example) gets
even more interesting. Once you have your subject contained and
exhibit a very high level of control over them, you can systematically
take down their entire structure. The West is miserable at this task;
they’ll always come up with an excuse to let something in — food,
medicines, financial transactions, journalists, advisors, negotiators, etc. —
and therein lays a recipe for disaster. By allowing nothing into the
controlled area, you prevent smuggling, escaping, and conferring.

Denial of resources, provisions, and recruits has a very
detrimental effect on combatants. Push this to the extreme, and soon
they’ll turn on one another. Civil War may not necessarily be a bad
thing if it is properly contained. At any rate, knowing where all the
combatants are and isolating them from the outside allows you to
accomplish that one goal so readily sought by warriors and armchair
generals alike.

CONQUER

What we are talking about here is unconditional, no holds barred,
make-yourself-the-sweet-darling-of-General-Sherman conquering. In
short, absolute, unequivocal victory. Fighting terrorism from behind a
desk, you're probably not going to achieve such a total victory.
However, if what you do accomplish keeps your business safe for just
another day, then you can assume a certain level of success for the day’s
effort.

In the field, your options are opened immensely. Consider a
hypothetical attack upon a nation (I normally cringe at people who
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constantly second guess our efforts in Iraq, but here it goes.). You've got
the enemy contained within a fixed area and they’re under tight control
with nothing going in or out without your expressed approval. Now
what do you do? Nothing. At least for the moment.

Sooner or later, without food, supplies, and personnel heading
into an area, the enemy will begin to show signs of irritability. Perhaps
even distrust amongst themselves. Refugees will try to make an effort to
vacate the premises and you should allow them to leave — providing, of
course, that they don’t take anything with them (you’d be surprised at
what can be smuggled out of an area using routine things as cover.%).

What remains can be targeted and herein lays opportunity — either
you can wait until they fight themselves out and destroy the survivor or
you can hasten capitulation by letting your adversaries know that no
matter who wins, they’ll have to fight you in the end. So much easier
than fighting a dozen or more separate parties.

This total victory policy can also be applied within the business
field. Your facilities, your computer network, and, to a lesser extent,
your personnel can be cordoned off by your alert CT team. By tracking
everything, you can develop an isolation envelope that functions around
your people and your properties. Properly handled, this does not have
to be as intrusive as it sounds.

Your Corporate Mousseblin®"

Your organizational environment (again, meaning business,
governmental agency, non-profit group, community, etc.) is awash with
human intelligence (HUMINT) potential. As each person within your
organization moves about in their daily life, they come into contact with

" Civilian street people, rabble, rural counterparts, etc.



72 R. J. GODLEWSKI/INERT

an extraordinary amount of information, much of which can be
invaluable to your CT efforts.

Think of people as an ‘information sponge’ — assuming that
they’ve been properly tuned for the role — and then consider how well
their observations could benefit your security:

» Grounds crew. The employees that handle your landscaping and
maintenance duties are positioned quite effectively to keep an eye
on your facility perimeter. They can determine the existence of
unusual packages, plants, or landscape contractors (Remember
Radical Concept #5) that could prove to be a threat to your safety.

» Receiving personnel. Your dock department can keep an eye on
suspicious labels, packaging changes, or, quite possibly, a change
in a dedicated driver. Anything that might hint at something
unusual might warrant further inspection. The key here is to
notice things that might've gone unnoticed before (I'm quite
familiar with trucking and shipping and understand fully how
things could ‘sneak’ across as just another goof or error from the
shipper. 1 also know how three warehouse employees, two
department heads, and one shift supervisor couldn’t understand
how a large package was misrepresented in weight until I arrived
to explain to them that the shipment came from Turkey and was
therefore listed in metric and not English measurements). Strange
things can happen in loading docks during rush hour or
midnights.

= Alternating shifts. If you operate a factory that runs multiple shifts,
this turnover period can greatly add to local awareness.
Suspicious vehicles parked “down the road” beyond the reach of
your security team (if one exists) can be observed by
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arriving/departing shifts. Loitering people (say, under the guise of
hikers, bicyclists, etc.) can also be surveyed in this manner.

» Commuters. Building on the above, all employees who drive or ride
to work can still observe their surroundings and note any unusual
occurrences. Those of us who frequently live in states that
experience bad weather know that, sometimes, out of state utility
companies aid in reconstruction following tornadoes, hurricanes,
and blizzards. This illustrates the need to stay abreast of who’s
operating within your region and this is done by knowing what'’s
normal and what’s not.

The key thing to remember here is that I'm not talking about
spying, I'm talking about observing — something that we do on a daily
basis anyway. Your employees can build a ‘security web’ spiraling out
from your premises to each of their destinations be it home, hotel, or
client facility. Cell phones, wireless laptops, dashboard cameras and
keen eyesight make for a great combination. So how do you utilize this
potential? You integrate it in with your CT functions.

Counterterrorism Scenario A

Employee John Doe has been driving the same route to work for the past
twenty years. He knows the streets, the buildings, even the trees. As usual, he
stops by XYZ for a fresh cup of coffee and his breakfast Danish. While paying
for his food, he overhears a family landscape company employee talking to a
waitress about being ill “all week long” and needs to get back to his duties
caring for ABC Company’s — John Doe’s employer — lawn and outdoor fish
pond.
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John doesn’t think much about it, but something nags at his mind as he
walks to his car and drives towards work. He remembers seeing the landscape
vehicle working onsite just the other day. The company is family owned, so they
wouldn’t have used a new employee on such an important account — it just
wasn’t the way that they operated before. John mentions this to his buddy who
suggests that John take it up with management. ABC Company doesn’t have a
security team, but their owner did hire a CT analyst out of fear that their new
Jerusalem sales office might make them a target for anti-Semitic groups.

ABC’s CT analyst pulls the company’s records and notices that a
landscaping van was serving the site two days previously but that nobody
suspected anything unusual until John mentioned that the company’s co-owner
was sick. The CT analyst immediately calls the contractor and finds out that
they did not service the site for lack of personnel and next notifies plant
management and the local police. Upon arriving, the local authorities discover
that a mysterious package rests near a small bench that the owner of ABC
Company uses while he’s on his lunch break...”

Much can be made with the above scenario, but it does illustrate
how a simple employee could uncover something hazardous with only
a little memory and suspicion. Multiple this by the number of
employees that you have and you can begin to understand how
significant of a resource that you possess in your personnel. Once each
person becomes fully aware of their personal 360° sphere of ‘traveling
awareness’, they can help you reduce your vulnerability.> And this, my
friend, is half the battle.

The other half rest largely with coordinating your data and
disseminating the information to the correct parties — the responsibility
of your CT team if you have chosen to employ one or whoever is
charged with risk assessment.
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An Integrated Response to Terror

When a terror event happens, the first thing that most people do is
panic — which is why they call it a terror attack in the first place. This is,
obviously, a crucial moment for your organization. It is also during this
period that your CT efforts are put to the test. Figure 3 shows a brief
flow chart useful in determining your appropriate response. What it
does not show, however, is what measures you should take long-term in
retaliating for the attack upon your organization. Largely, of course, this
means deferring to domestic legal and law enforcement action.

It is an assumption though, that you did not get where you are
today by being timid or unresponsive. Therefore, your organization
must have a plan in place for offensive actions taken against those
parties that struck at you. This does not mean that you should start flinging
bombs at your adversaries! That’s the government’s responsibility. What it
does mean is that the overall effects of the terror attack are far more
substantial than the mere injuries, damage, and panic suffered imply.

As soon as an event occurs — whether it is a relatively small suicide
bombing or as massive as 9/11 — several developments transpire that are
not all within the reach of what you learn from your favorite cable news
channel. The first thing that happens is that the culprits become widely
known throughout the world. This inevitably leads to a second major
shift - money begins pouring into their coffers from those who benefited
from the attack. With money and recognition comes the inevitable
planning and recruitment for subsequent attacks.

You can stop these efforts — to a point. Countering terrorism is not
similar to countering insurrection and revolution as in the past.
Targeting individuals instead of institutions no longer matters as much
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as it did before.® Islamic fundamentalists are empowered by faith alone
and not so much by individual heroes.®* Sadly, what this means, is that
you're going to have to take on Islam directly — at least its most radical
elements. Be very careful on this road, but proceed confidently.

Your first step will be to safeguard the ‘home’ territory. Before
even the flames and smoke of the attack dissipate, there will be people
(probably right down the road from where you're headquartered) that
will go into overdrive to distract the public and the media away from
responsibility for the atrocity. Many may even accuse you — if your
organization was a primary target — of instigating the attack. Your CT,
legal, and public relations teams will have to work swiftly to keep the
attention focused on the true culprits. This means having a plan in place
well beforehand.

Because mainstream media and even academia tend to be
decidedly sympathetic towards those who hate the West (especially
America), yours will be an uphill battle — which underscores the need
for having a program in place well before attacks begin to appear.
Because the mass media and public universities seem to have taken a
page from former Soviet intelligence operations’, it is imperative that
you counter such efforts through the intense application of
communications research.®?

The need to counter public perception is a fundamental part of
attacking non-national groups.®® Your most ardent enemy will not
necessarily be the terrorists who've just attacked you, but your own
national press who’s probably being manipulated (with or without care)
by the terrorists themselves. This means that you should have your own

" It is widely believed that Soviet KGB operations were employed to dilute the educational system of U.S.
colleges and universities through the manipulation of professors, students and courses. The author has lost his
reference notes regarding these activities, but it is his sincerest belief that such operations did take place based
upon this material.
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program in place to “tell your version of events”. Even Emperor Louis-
Napoleon Bonaparte knew that controlling the press meant controlling
popularity.®* It also means controlling what will ultimately become
historically important.®

Your best weapon, friend, is to turn the media to your advantage.
This won’t be easy and there’ll be hell to pay if the public perceives that
you've been manipulating the press — the terrorists can manipulate it all
that it wants, it seems — but you’ll have documental facts at your
disposal. This means both educating and informing the public as to what
the war on terror is all about.

Many erroneously assume that there’s some socio-political basis
for why terrorists are blowing themselves up. Most know about the
proverbial “thousand virgins awaiting them in Heaven” — which seems
more like a nightmare, when you think about it — but few understand
even the simplest aspects of the Muslim faith which possesses several
core beliefs that can perpetuate terrorism.®

Among the most prominent are:

1. Their simple creed: “There is no god but Allah, and
Mohammed is His Prophet”. Simply put, this means that
Muslims subordinate everything else — they do what they do
for Allah and Mohammed. Christians, on the other hand,
would undoubtedly question the “inspiration” for mass murder;
we’re just cynical that way.

2. The Koran is their second most revered belief, more so than
most Christians view the Bible. There are some comparative
differences between the two books which may cause
misunderstanding. The Bible is structured, more or less, in
historical order. The Koran, it seems, is written in order of
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descending length of its 114 chapters.”” This means that the
Koran is largely history in reverse and the ‘original’ thoughts
positioned at the back.

3. The Muslims believe that all things are predestined and that
Allah will guide the believer down the correct path. It doesn’t
take an Einstein to understand that this means that if a suicide
bomber truly believes that it is their life’s mission to blow up a
wedding or a school bus, there’s absolutely nothing that’ll deter
them short of their death.

Ironically, Mohammed himself, believed that the words of
Abraham, Moses, and Jesus — all Jews -- were from God, but the faith
has since decided that these very words were defiled by man -
ostensibly smoothing the contradictions between the Koran and the
Testaments from which it borrowed heavily.®® What does all of this have
to do with your counterattack against terrorists? Relax; we're getting to
that now.

As we can show — arguably — that the radical Islamists (not to be
confused with the more orthodox Muslims) are hypocritical in their
beliefs, it remains for us not to concentrate on the one billion Muslims
residing in the world but the 5.5 billion non-Muslims. These are the ones
who can be swayed, for most of them have no knowledge whatsoever of
global events, the war on terror, or that there are people out there who
mean to do us harm.

The best route of course, is to re-emphasize the West’s primarily
Judeo-Christian background. Not only will this enforce a sense of pride
among the general population, it will serve to instill that oh so powerful
sense of accountability that exists within like-minded groups.®® This will
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turn the terrorist’s own tactics against them.” So how can you or your
organization achieve this? Easy.

The first thing, of course, is to remain loyal to our own heritage.
This means, for example, celebrating Christian Christmas. None of that
hunky dory Santa Claus singing Kumbaya around the ‘Holiday Tree’
campfire. It means returning to the Saint Nicholas “giving Christ’s love
to aid others” Christmas that existed before Macy’s, Wal-Mart, and two-
week winter vacations. You may scoff at this suggestion, but until we
restore our “spirit’, the Islamic terrorists will defeat us hands down. They
know that this is a war about religion.

Still confused over this reality? Then, my friend, may I suggest a
tour of Arlington National Cemetery? Count the white crosses and Stars
of David there. This was the Ilast war in which we fought with
conscience — and achieved total victory — and it was won primarily by
the United States, a nation dominated by Christians. Pick a period for
which you personally believe represents a time of upheaval for the
country (or any culture) and examine it in detail. I bet you find that it
coincides neatly with a decline in contemporary religious belief.

Now, getting back on track. Your organization can fight the
terrorists through the media and the public. How? By popularizing your
side. By ‘rallying the troops’ into understanding that the war on terror is
not about American foreign policy, or Israel’s existence, or any other
prefabricated tale. It is about the radical Islamists” desire to conquer the
world in the name of Allah (or, at least, their own perverted
interpretation of the religion). Once you — and the West — understand
this, you can achieve victory on the political battlefield.

How you actually tailor your particular public relations campaign
depends primarily on your particular organization. If you're an
automotive company, for instance, you can push your alternative fuels
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technology: “At least ethanol doesn’t come from somewhere dangerous.”
If you're a travel agency, promote tours to the Holy Land or specific
Christian sites. Retailers can promote Christmas and Easter as the
primary shopping holidays. Educators can be less politically-correct.
Churches can do more to attract the interests — if not the participation —
of outsiders. All of this is, of course, just an extension of counter-
Jihadism. Your business may incur drastic protests from the minority,
but I'm willing to state unequivocally that you'll gain immensely from
the majority and do the nation a just service to boot.

Your opponents (the left, the terrorists, the apathetic, etc.) use the
‘saturation method’ of evangelizing their cause. This means that they
will harp upon a particular subject until the public believes them just to
get the haranguing stopped. This is the primary method of the ACLU —
keep suing until the defendant decides enough is enough and drops the
alleged ‘injustice’. It's legislation by legal terror, but you can make it
work against them.

Ours is an age of instant, 24-hour communications. The Internet,
cable and satellite television, and cellular telephones all conspire to
enforce a web of distraction upon the average person. If you can’t fight
it, join it. Push your CT message (as it relates to your interests) through
all of these new mediums, as well as the oldies — radio and print
advertising. Saturate your own message upon the people. Don’t think
that it works? Who ever believed that Michael Jackson was the King of
Pop until his people forced the issue? The public will believe anything so
long as they think that it is popular, which explains the current
Democratic Party within the United States.

Everything that you produce, every one of your employees, and
each one of your facilities should represent, in some manner or another,
your commitment towards fighting terrorism. Most importantly, the
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terrorists themselves need to understand that you're no longer a target
to be picked on at will. They must know that, regardless of whether they
hit you or not, they’re a group with a price on their head and you're
gunning for them. A hundred years from now it'll be your business
that’s prospering, not their heinous organization.

The Islamic terrorists have begun a trend to use readily available
technologies to further their war against well-financed, disciplined, and
even nuclear-armed nations. You can — and should — adopt this too.
Your data network can transmit intelligence from your employees and
facilities (especially if you own overseas businesses — something that
you should look into if you haven’t already), your employees themselves
can be trained to become more observant, and your marketing and
charitable funds can be applied to strategic pressure points to offset any
damage done by terrorists and their sympathizers.

The current war on terror is not a seasonal function, nor is it a
scheduled marketing campaign. It is an entirely new way of life that the
Islamists have thrust upon us and we can either accept the fact or
succumb to defeat. There is no middle ground.
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Final Thoughts...

The world is flooded with people who want to harm you. It
always has been. There are muggers who'd like to steal from you,
perverts who'd like to touch you (or worse), con artists who’d like to
swindle you, and, of course, killers who'd like to terminate your
existence. All spread fear in such a way as to ensure that we never
second-guess our tax dollars spent to ensure adequate police, fire, and
medical response. Yet none of these individuals is as hell-bent on
altering the course of human history as are the current batch of Islamic
terrorists who have long since declared war on us.

It is true, that terrorists of one persuasion or another have been
with us since time began. Still, even during periods of such intense
conflict as in Northern Ireland, for example, a person would’ve been ten
times more likely to be killed in Detroit than by terrorist act.”? Those
were ‘old school’ terrorists. Today’s religious fanatics conceive of killing
not by the tens, but by the thousands, perhaps even by the millions.”

The simple fact that after five years of internal security measures,
we may be no safer than before 9/11 nags at our consciousness and
impales our daily lives.” This is what terrorism is all about; forcing us to
think about actions that we would otherwise take for granted. Every
time that we stop for the briefest of moments to ponder our security, the
terrorists win yet another battle and we sacrifice a bit more of our
dignity.
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Because we live within a free society and one easily frustrated
over the most minor of inconveniences, our terrorist enemies can
operate against us at will. Such disparity of objectives can easily overtax
our limited military and federal resources. If such a simple thing as a
helium-filled soccer ball decked out in luminous paint can wreak havoc
upon the best and brightest of Nazi Germany, just imagine what a
similar ruse could have on today’s paranoid -culture”® More
importantly, will this war against terror ultimately lead to our inability
to confront an emerging and opportunistic new ‘superpower’ threat in
the form of Greater China?”

It is more than mere coincidence that China sympathizes with Kim
Jong 11 of North Korea.” It is more than courtesy that China has assisted
Iran with its nuclear research programs.”” China’s desperate need for
raw materials and fossil fuels have forced it to step up its efforts in
Africa, bringing it into direct conspiracy with Islamic terrorist groups.”
Through finagling with Russia to thwart our efforts against Iran,
charming Europe into solidarity, and forging alliances with Castro’s
Cuba and Chavez’ Venezuela, the Dragon has determined itself a force
to be reckoned with.”

China’s seduction of the world’s perennial trouble spots furthers
its desire to antagonize a distracted United States, much as it has been
doing in the South China Sea with its confrontations with our ally, the
Philippines.®® Of far greater concern, perhaps, is Beijing’s growing anti-
satellite capabilities which threaten U.S. space-based communications
networks.®! Yet, China is not the only opportunist seeking imperialism
while our nation defends itself against Beijing’s new friends.

The Russians have been making inroads in South America as well,
planning a Kalashnikov factory in Venezuela (can you say, AK-47?)
ostensibly to counter U.S. influence and possible ‘aggression” against
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Hugo Chavez. Using the war on terror as cover, they have also begun to
step up efforts for espionage activities against America.’? Could
collaboration between the wealth of China and the technology of Russia
be next?

China, Iran, North Korea, and Venezuela — a quad of terror, if you
will — represent the greatest threat to American security and economic
well-being. These governments are inextricably linked with one another
through technology, finances, and global ambitions. Throw in Russia
and Cuba and you have yourself a recipe for a major — dare I say,
eventually nuclear? — conflict. The Islamic terrorists understand this, and
they feed off of the situation like piranhas.

We can take measures to offset this confrontation, even within the
context of our current war against terror. The people of Iran are, to an
extent, friendly to America. They have been voicing their concerns over
President Mahmoud Ahmadinejad’s administration. They were among
the few Muslims who showed strong sympathy for Americans after
9/11.% The Iranian people know that it is their government, not America
that is suspect. We must do everything within our power to aid them.

Perhaps the greatest weapon in the American arsenal is our pop
culture and the most effective target imaginable is impressionable
teenagers and young adults. Yet, for reasons largely of economic profit,
we do not utilize this power wisely. In fact, we permit it to work against
us more so than for us. Teens, wherever they reside, like popular culture
— primarily because it is popular. Rarely, today, do they actually get to
choose what it is that is to be considered popular. We decide for them.
Through the implementation of technology, aggressive marketing, and
peer pressure, these ‘consumers’ are told what to enjoy and when to
enjoy it. This would not be a major problem if we Americans had our act
together ourselves.
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American products are everywhere. The world drinks our soft
drinks, wears our jeans, and listens to our music. Unfortunately, we
allow our fabricated ‘stars’ to voice conflicting opinions. For
impressionable youths, these tirades amount to gospel truth and herein
lays the disrespect for America as a whole. To say that American pop
culture is, for lack of better words, fabricated to a large extent is a
foregone conclusion. Why, then, can we not start pushing people who
actually have some talent and show some respect for life, responsibility,
and patriotism?

You as a business leader, concerned citizen, or just a common Joe
down the block, can do much to redirect our popular culture. We can
actually begin to show the decency, compassion, and respect for life
inherent within mainstream America. Sooner or later, the world will fall
under the spell of our osmosis style of counterterrorism warfare — the
kids will learn to like our responsible version of pop culture and as they
mature, they may just realize that America isn’t the Great Satan their
leaders told them that it was.

This solution may sound a little sophomoric but it is as valid as
understanding that the war on terror is one between religions and not
ideologies. America did not have many true enemies until our pop
singers started running around without underwear, our movies
transitioned from The Naked Jungle to the Naked Everywhere, and
television hosts started spouting anti-patriotic platforms as if they were
hard core newsflashes. The overwhelming majority of the planet only
knows of America by what it sees on television or in the movies, hears
on CD, or is lead to believe through manipulated broadcasts issued by
their government'’s internal propaganda departments. Why do we insist
on aiding them?
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As I have alluded to, our current war against the Islamic terrorists
is but a precursor to a wider, more devastating war between the United
States and expansionist China. While we are tied down with the battles
between religions on the outside and secularists on the inside, Beijing
simply waits innocuously on the sidelines, casually making
acquaintances among the enemy and rogue states, providing them with
modern weapons in exchange for natural resources and patiently yawns
while our troops wear down with the valiant effort. This is containment,
control, and conquer working against us.

This does not have to be the case, however. We can win the war
against terror. We can check China’s influence. How? By being
Americans, that's how. Within the pages of this book, I have tried to
present a concise discussion on how the war against the Islamic
terrorists involves everyone whether we are a schoolteacher, truck driver,
bank teller, or small businessperson. I have tried to show that it is not
about weapons or commando raids or even combat itself. Fighting our
war means, first and foremost, that we remain true to who we are.

We are not the enemy. We are not the evil nation that liberals and
anti-Americans say that we are. We’re a nation that has come to the aid
of the weak and unfortunate ever since our nation began and we will
continue to do so for we are a nation of compassion and love for our
fellow man. We have been blessed with an extraordinary amount of
wealth and talent because we have always walked in the shadow of our
Creator. Sure, we’ve stumbled every now and then. Sure, it’s taken some
time to correct a few of our mistakes. Yet, regardless of what we’ve done
or threatened to do, no nation on this earth has done more for the others
than the United States of America.

There isn’t a nation on this planet that hasn’t received the blood of
some heroic American serviceman or woman upon its soil in defense of
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their freedom. Our proud and brave souls gave their lives willing for
China, Russia, Iran, and Saudi Arabia, among all others. They died for
Christianity, for Judaism, and, yes, even for Islam. What we gave, we
gave in friendship and expect very little else in return.

Therefore it is totally despicable on how a few disenchanted
citizens can openly and unapologetically badmouth our nation and its
leaders during a time of war. Such opinions would not have been issued
at any other period of our history but, apparently, with the conclusion of
the Vietnam war it has become popular to be treasonous. It has also
become deadly — very deadly.

I offer a challenge — a call to “arms’ if you will. I challenge every
person who reads these words to become an active participant in our
war effort. No, I do not say for you to pick up a weapon and start
eliminating terrorists — unless you're in the military. I do say, however,
that you should make a conscious effort to protect your family, your
property, your neighborhood, your schools, and your businesses. You
can do this by becoming aware of the realities of this war. You can do
this by observing your surroundings and noting anything unusual that
may warrant further investigation.

Most importantly, however, you can do this by simply
acknowledging that the war on terror is a war based upon religious
belief and that our nation’s Judeo-Christian heritage is under attack
from all quarters. We must be victorious!

God Bless.

R.]. Godlewski
December, 2006
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